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Abstract — Remote Access Labs (RAL) are hardware and 

software tools that allow students to remotely operate actual 

equipment in physical labs at schools or universities. This work 

presents the development of a system for students to use 

remote access laboratories in the mechatronics area without 

human supervision. This system verifies the activities the 

registered labs can offer through algorithms that use digital 

twin technology to learn the actual or virtual industrial plants’ 

operations. Registered laboratories are available for the 

practice of experiments where students can automatically 

follow the correction of activities through virtualization 

generated so that the student can understand their actions. 

With this system, students can monitor their learning in real 

time and receive evidence of successes and errors through 

gamification of their performance. 

Keywords— Mechatronic Laboratories, Remote Laboratories, 

Distant Learning Experiments, Online Students, Digital Twin. 

I. INTRODUCTION 

During the COVID-19 pandemic, conducting practical 
face-to-face activities in schools or universities has become 
increasingly complex, especially for students in the field of 
mechatronics engineering who need machines and equipment 
to accomplish tasks for their learning [1,2,3,4]. 

In this context, the need to create new tools to help 
students in their teaching and learning process is evident 
[5,6]. One of these tools is the Remote Access Laboratories 
(RAL). RALs have become essential for students to have 
practical experiences using current industry technologies 
[7,8,9]. RALs allow students to have contact with equipment 
shared by large companies and universities that wish to 
contribute to the world education process. Assume that the 
students have the minimum competence to use these 
laboratories without posing risks to the equipment that has 
been shared. 

Therefore, the opportunity arises to offer a system where 
companies or universities can share equipment or physical 
laboratories that are fundamental for teaching students. Some 
universities currently offer platforms with RALs, such as 
Stanford University, which shares experiences within its 
platform called iLabs [5,10]. 

Due to this opportunity, a system capable of receiving 
didactic physical plants from the mechatronics area was 

implemented to be made available to students who wish to 
conduct experiments on these plants. This system has a 
three-element architecture: management platform, lab 
learning, and intelligent learning. The management platform 
is responsible for storing the necessary data to communicate 
with the didactic plan and monitor the student. Lab learning 
uses the digital twin principle to obtain the functioning data 
of the task passed on by the teacher through the input and 
output states of the didactic plant. Intelligent learning 
performs automatic virtualization so that students can 
monitor their performance. 

With this system, the professor will be able to register the 
laboratory of his university by inserting the activities that the 
students can perform. As an example, in this article, 
programming activity in PLC will be implemented in a 
didactic plant of the MPS line (Module Production System) 
to be assessed as a student experiment. 

The work is organized as follows: Section II presents the 
problem solved by the system. Section III shows the 
components developed and implemented in the system. 
Section IV describes the experiment to evaluate the system 
method, and section V presents the conclusions obtained 
from the work. 

II. PROBLEM DESCRIPTION 

In times of pandemic, we faced several problems in 
executing the theoretical classes and even larger ones in 
realizing the practical activities. The theoretical activities 
were conducted through web-based communication media, 
and the main problem was adapting the physical classroom 
to a virtual classroom. The execution of the practical 
exercises at a distance was much more challenging, and we 
show three examples in the following sections. The software 
and hardware choices were based on our group’s experience 
developing new teaching approaches with international 
institutions [11] and local industries [12]. When discussing 
the development methodology, we adopt agile development 
strategies [13] based on SCRUM [14] and, whenever 
possible, develop reusable components [15]. 

Digital Twin is a technology that transforms a physical 
system into a digital model. It is possible to update and 
evolve the digital model and apply it to the physical system 
[16,17]. To exemplify the problem of this work, one can 



think of the following situation: a student wants to verify if 
his activity is working correctly or not. It depends on the 
student's didactic plan functioning, but if the student is 
studying at 2 A.M., who will correct this activity? Or who 
will help this student to solve this activity? 

In this context, the problem of this work can be 
formalized by the following question: how can remote access 
laboratories be used without human intervention? 

The idea of using the digital twin technology produces a 
system that helps the student to be able to conduct his 
experiment and perform the correction of the functioning of 
the student’s activity without human intervention. 

III. PROPOSED SYSTEM 

The proposed system for the student to use RALs without 
human intervention will consist of the following elements 
that form its architecture: management platform, lab 
learning, and intelligent learning. Figure 1 shows the 
structure of this system, which was designed to help students 
use RALs. 

 
Fig. 1. Overview of the proposed system. 

A. Management Platform 

The Management Platform was developed to store 
student, teacher, and RAL data. This platform is a website 
that presents some forms for filling in these data. For the 
student or teacher to have access to the platform, it is 
necessary to register a login and password. From this 
register, it will be possible to store the student’s 
performance, show their evolution, and allow teachers to 
register the experiments of their institutions in the 
mechatronics area to be shared in the system. 

The most critical data to be registered are the RALs 
because, with these stored data, the system will be able to 
communicate with the controller of the didactic plant that the 
experiment has. Every experiment must have a 
communication IP/Port (link) and the inputs and outputs of 
the didactic plant registered so that the system can later learn 
how the plant works. 

In addition to the registrations, this platform will allow 
students to browse the other system elements, manage the 
RALs to check which experiments are available to the 
student, and check which experiments have already been 
learned by smart learning to keep the student’s progress 
through gamification. 

The Management Platform has a database implemented 
in MySQL to store all the system information. Figure 2 
shows the modeling of this database with its main Table and 
the information to link with the secondary tables. One of 
these secondary tables is called an experiment, as it carries 
all the information needed for the experiment to work 
correctly during the student’s practice. 

The information from the experiment table is initially 
loaded by the teacher’s register of the school where the RAL 
is located. When the experiment is carried out, the 
information is updated according to the functioning of the 
didactic plant. 

 

 
Fig. 2. DataBase of Management Platform. 

B. Lab Learning 

To develop software that could converse in all these 
protocols, a flow was implemented in the Node-RED 
platform with the functionality of a didactic plant server, 
where the acquisition of data from the different protocols is 
conducted and sent via MySQL commands to the database. 
Fig. 3 shows the clipping of the data reception stream via the 
MQQT and ModBus protocol developed. 

 
Fig. 3. Flow development in the Node-RED platform. 

C. Smart Learning 

Smart learning is a set of applications responsible for 
generating dashboards, virtualizing experiments, and running 
algorithms that can learn how the didactic plant works and 
correct and detect errors in experiments performed by 



students. Therefore, smart learning will be divided into three 
modules: 

• Virtual Setup: 

The virtual setup is the name given to the virtualization 
module. This module aims to graphically show the state of 
the student’s experiment inputs and outputs in real time, 
allowing him to follow what is happening with the 
functioning of his task. This module monitors the 
Management Platform database every 250 ms and updates 
the student’s screen through some screens. The first 
virtualization screen is shown in Fig. 4, where one of the 
automatically generated panels appears for the student to 
follow his activity. In this panel, squares are used to indicate 
the status of the inputs, and triangles show the status of the 
outputs. 

 
Fig. 4. Dashboard of the virtual setup module. 

This monitoring is available to the student when 
executing his task solution. Fig. 5 shows the states of inputs 
and outputs differentiated by colors to identify the elements' 
moment of activation and deactivation. 

 
Fig. 5. Color status to identify inputs and outputs. 

When performing his task, the second screen offered to 
the student is the status of inputs and outputs in the form of a 
list, with the names on one side of the sensors and actuators. 
On the other hand, the status of 1 for on or 0 for turned off. 
The third screen offered in this module to the student is the 
3D virtualization through the Unity engine using geometric 
shapes already established to design the flow of the didactic 
experiment in the virtual environment. Nevertheless, this 
virtualization can only occur after the Learning Module has 
experimented with the didactic plan. 

• Learning Module: 

This module is responsible for learning the correct 
functioning of the experiment. Nevertheless, for this module 
to work, the teacher must conduct the didactic investigation 
at least once according to the expected solution of the 
student’s task. When the teacher executes the experiment, the 

learn didactic plan button must be clicked so that the 
software responsible for the learning begins its execution. 
When the software of this module starts, its execution must 
monitor the states of inputs and outputs, verifying each 
change that occurred in the experiment and the time for each 
change of state, as well as the activation time of each 
element involved in the process. Table 1 presents the inputs 
and outputs generated from the execution of a didactic task. 
With the operation of the experiment, the changes that must 
be stored occur, where each change of state is called a step. 
The first step is inserted in the software as a reference 
because it will start a loop to compare the previous step with 
the next step. If there is a difference, the current step is 
stored, and this loop is terminated when the module’s 
algorithm finds a repeated process. For example, in Table I, 
Step 0 and Step 4 are repeated, and from Step 4, the 
algorithm checks if the process is repeating itself. The times 
of each step are also taken from this learning to create 
warning and alarm signals. Steps and Step times are stored in 
the Management Platform database until the student tests his 
task; then, the Virtual Correction module uses these data to 
answer the student. 

TABLE I. Test of elementary conditions for the Learning Module. 

 

• Virtual Correction: 

The virtual correction module is responsible for the 
following functionalities: 

A) Follow experiment: When starting their 
investigation, the student can switch between some screen 
options to monitor the functioning of their programming. In 
addition to the dashboards and virtualization, it is possible to 
follow the experiment through the Steps view, where the 
algorithm of this module takes the learning model 
performed by the Learning module and compares it with the 
operation of the current experiment, checking if there are 
differences in flow and time. If there are differences, a circle 
that follows the process turns blue and yellow; if there is a 
difference in flow, the circle is no longer blue and becomes 
red. Fig. 6 presents the screen where the student can check if 
his experiment is in the correct flow or not according to the 
color of the circle that passes through the steps in real time. 

 
  Fig. 6 Steps View screen. 

B) RAL Camera: a way that the student can follow the 
operation of the experiment in real time is the camera 



located in the RAL. This camera is enabled for the student 
when he accesses the desired or indicated investigation. 

C) Score of Experiment: A score is created for each 
step according to the number of Steps automatically 
generated by the Learning module. At the end of the 
experiment, the student has his score available. 

IV. EXPERIMENTAL PROCEDURES 

The scenario created to evaluate this system followed the 
following steps: 

• 1st Step: Due to COVID-19, access to physical 
laboratories at the university was difficult, so an 
experiment was developed in the factory IO 
software to evaluate the system. Fig. 7 presents a 
scenario with two belts, two buttons, three sensors, 
and a turning belt. This virtual scenario was 
developed to test the functionality of an activity 
performed by the teacher. 

 
Fig. 7 Virtual Experiment of the System. 

• 2nd step: the experiment with the communication 
information and controller inputs and outputs must 
be registered to execute it. According to the activity 
developed by the teacher, it is necessary to learn this 
scenario. The teacher must run the correct program 
and click on the button that starts learning the plant. 
Remember that to access this record of experiments, 
it is necessary to have a history of the teacher in the 
system. After learning the activity, it is available for 
student use. 

• 3rd step: at this point, it is necessary for the student 
to develop a program using the teacher's guidelines 
to fulfill the task in question. Two programs were 
created in Ladder language with the SoMachine 
software, a program with correct and another 
incorrectly functioning. Both will serve to evaluate 
this system. After developing the programs, the 
student must carry out his activity. For the student 
to be able to perform this experiment, it is necessary 
to use the communication API on their computer. 

• 4th step: When the student is running their 
experiment, they can use the virtualization 
environment, dashboards, and the camera to keep 
track of what is happening, and they can use the 
Steps View screen to check the flow of their 
program right or wrong. Fig. 8 shows the incorrectly 
designed program to test when the student had an 
error in the flow of their activity program. 

 
Fig. 8 Steps View screen with the wrong flow. 

V. CONCLUSIONS 

The system proposed in this article achieved its 
objective, as it developed tools that give access to RALs and 
correct experiments and tests inserted in the system by 
teachers. 

These developed tools help to establish an architecture 
capable of assisting the students in running experiments 
without human intervention to correct their practical 
activities. This was made possible by digital twin 
technology and algorithms that could learn an investigation 
and use that learning to correct student experiments. 

The next stage of development is to conduct tests on 
physical didactic plans, suggest practical activities for each 
student profile, and implement this architecture in real 
classrooms in new laboratories at universities or technical 
schools. 
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