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Abstract—The cybersecurity field has exponentially grown in
recent history, with little to no general understanding of the
requirements for professionals in the area. In 2018, it was
estimated that 3.5 million cybersecurity jobs would be unfilled by
2021 globally. Many students associate the cybersecurity field with
computer programming and hacking, unaware of the societal
importance of this career path and its connection to many majors
unrelated to computer science or computer engineering. Previous
work in cybersecurity education has focused on tools that aid
students in understanding specific concepts. None has taken the
approach of clarifying the cybersecurity profession in the form of
a short-duration seminar series. With this goal, we propose an
introductory seminar and a follow-on optional seminar series. The
implementation of such a strategy early in undergraduate
education may allow students to connect the cybersecurity career
paths to one of their societal benefits. This series is designed to
provide the student with direct practical examples and thought-
provoking questions for the applications of security in their daily
life, emphasizing multidisciplinary aspects of the field. This paper
describes our experience with this seminar series at a large public
university in the Fall of 2021 and Spring of 2022. We evaluate the
effectiveness of the proposed approach by assessing its impact on
students’ perceived awareness of cybersecurity careers and their
interest in cybersecurity minors. Through this study, we observe
that the seminar series resulted in an increase in student
confidence regarding their understanding of the cybersecurity
profession. The data also revealed an increased interest in the
cybersecurity minors offered in our institution. Our
implementation of this new seminar-based intervention has been
limited to providing it as an extracurricular activity among many,
therefore reaching only a small part of the first-year engineering
students at the university. Still, the data indicates that such a
seminar series is a viable instrument to make students aware of
the opportunities in a cybersecurity career, its significant demand
for professionals, and its potential for addressing societal
problems. We make the seminar materials publicly available to
facilitate the adoption of the proposed intervention at other
institutions.
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I. INTRODUCTION

Cybersecurity has been a topic of increasing importance as
the internet of things continues to expand, integrating
technology into every facet of critical infrastructure, daily
business, and lives. Recently, in May of 2021, U.S. President
Joseph Biden published the “Executive Order on Improving the
Nation’s Cybersecurity (14028)” [1], identifying the work
necessary to improve national defense. In the past decade, there
has been no shortage of leaders calling for action, guidance, and
mentorship. Higher education must provide students of all
disciplines an opportunity to obtain a basic understanding of
cybersecurity early in their academic journey, adding the
security career perspective to their future learning.

Our schooling systems are not currently exposing the
importance of cybersecurity to students at large, contributing to
a widening workforce gap of available security professionals.
The International Information System Security Certification
Consortium (ISC)? projects the global security workforce
shortage to reach 1.8 million between 2017 and 2022 [2]. Thus,
with over 1 million workforce shortages in cybersecurity outside
of the United States, cybersecurity education is a worldwide
issue. Considering this need for cybersecurity education
globally, the infrastructure of schools and the ability of
educators to provide cybersecurity education at every level are
critical.

To address the widening workforce gap, we propose an
introductory seminar and follow-on optional seminar series to
increase first-year undergraduate understanding of the security
dilemma. These seminars are designed to directly answer
questions students have about their role in security and its
impacts on society. Interest in the cybersecurity field is clouded
by the misconception that the price of entrance is a highly
technical skill set, one which is difficult or impossible to acquire.
According to the 2020 (ISC)? Cybersecurity Perception Study,
61% of respondents believed they would require additional
education before applying to a cybersecurity job [21]. The
proposed seminar series seeks to emphasize the interdisciplinary
aspects of cybersecurity, expose students to the basic
terminology of cybersecurity, and give students an



understanding of the many possible paths forward within the
field. Overall, our goal is to address the cybersecurity workforce
gap and understand how student perception of the field of
cybersecurity can improve. Our research question, therefore, is
to assess the potential of a seminar series tailored to students of
all backgrounds beneficial for improving student perception of
the cyber security profession.

This paper is organized as follows: Section 2 discusses the
prior work within the cybersecurity education research area.
Section 3 describes our methodology. Section 4 details the
structure of the seminars and the topics discussed in each.
Section 5 describes the survey method implemented in our work
and the subsequent feedback and trends observed. Section 6
highlights the components essential to the effective
implementation of this program and suggests improvements for
future deployments.

II. RELATED WORK

Our analysis of previous work addressing the problem of
cybersecurity education uses the systematic literature review of
cybersecurity education papers by Svabensky et al. [4] as a
primary resource. This work reviewed 71 papers on
cybersecurity education published through the ACM Special
Interest Group on Computer Science Education (SIGCSE) and
ACM Innovation and Technology in Computer Science
Education (ITiCSE) conferences between 2010 and 2019. We
include work published in other venues to achieve a more
comprehensive view of the state-of-the-art. To delineate the
scope of work, it is helpful to define cybersecurity. We adopt
the definition by the National Institute of Standards and
Technology [5]: cybersecurity is the “prevention of damage to,
protection of, and restoration of computers, electronic
communications systems services, wire communication, and
electronic communication to ensure its availability,
integrity, authentication, confidentiality, and nonrepudiation”.
The different roles and aspects of the cybersecurity problem
require specialized comprehension with a multidisciplinary
approach. Previous work in cybersecurity education research
can be categorized into two approaches: tools and processes.
Both have the goal of making abstract topics, allowing for
easier retention and comprehension.

Tools involve new software that aids student
comprehension of cybersecurity abstractions or mechanisms by
providing visualizations or hand-on experimentation. D.
Schweitzer and J. Boleng [6] designed a simulator tool to help
students understand stack frames in memory and demonstrated
its effectiveness when presented to students in a single lecture
and lab. Walker et al.[7] addressed the topic of integer
representation through visualizations and analysis of C code
security; they demonstrated the effectiveness of their tool
through increased positive student perception regarding their
ability to use integers in their code. Flushman et al.[8] reviewed
the application of capture-the-flag challenges, puzzle-based
learning, and alternate reality games in introductory computer
science courses, showing that exercising key concepts in usage
scenarios increases retention.

The Process approach in cybersecurity education refers to
course implementations or course structure reviews that may

improve student learning. Egelman et al.[9] derived ten privacy
principles to aid in structuring the curriculum by providing
easy-to-remember concepts for students. Basawapatna et
al.[10] reviewed the effectiveness of a project-first approach,
allowing students to learn and implement principles in parallel
to their exposure to principles, demonstrating students were
able to accomplish more in projects. Mack et al.[11] analyzed
the student retention of programming and security topics by
contrasting content delivery through powerpoint-based lectures
with the usage of hands-on implementation that leads to one
culminating project. They concluded that, overall, students with
the powerpoint-based lessons learned how to code but could not
always explain how or why their code worked. George et al.
[12] proposed a shift of instruction from offense/defense to
offense/defense/use, providing a third perspective of usable
security in systems from a development level. Through these
lenses, the authors argue the security problem is more evident.
Research analyzing broader or more complex concepts (i.e.,
requiring multiple modules or seminars over a full semester or
more) focuses on the conceptual class structure, not on course
content.

Other research projects in cybersecurity education strive to
address the growing lack of diversity within the cybersecurity
profession. A working group of nine professionals reviewed 82
papers [13] to identify trends in cybersecurity research and
recruitment of a diverse student population. Methods for
equitable access for students from various levels of high school
education included summer camps, pre-college activities, and
introductory courses. Approaches for infusing cybersecurity
education in student life included the integration of security into
existing computer science curricula, offering specific courses
designed for general populations, and incorporating
undergraduate students in research projects. Crichigno et
al.[14] develop curriculum for virtual laboratories to address
the cybersecurity workforce gap. Their curriculum focuses on
technical skills and teamwork to ease students’ transition from
academia to the workplace through the acquisition of
marketable skills. They found students thoroughly enjoyed the
real-time application of security topics, motivating them to
continue with the program and complete the remaining
curriculum requirements.

Largely, the tools and concepts evaluated through
cybersecurity education research focus on the learning
experience for students who have already entered the security
field or taken computer-centric coursework. Our project has
different motivations and goals. The gap in previous work is an
optimized class structure, potentially a set of module seminars,
to increase positive perceptions of cybersecurity for students
with no prior exposure. Conceptual tools specifically addressing
the field’s interdisciplinary nature have the potential to bring
more talent to the area. To effectively evolve student perception
of cybersecurity, we designed a cybersecurity seminar targeting
the general student population. We evaluate how the proposed
intervention method impacts student perception of the field of
cybersecurity.



III.  SEMINAR SERIES METHODOLOGY

Our proposed seminar series applies the basic cybersecurity
themes to real-world events without requiring any technical
background. The seminar series’ structure has one introductory
seminar and three optional seminars covering five themes. The
introductory seminar, titled ‘The Security Dilemma’, reviews
the shift from a ‘move fast and break things’ mentality to a
‘move slow and clean your code’ process. The introductory
seminar was designed to stand on its own; the following-on
seminars are optional. The second seminar, titled ‘How and
why are we attacked?’, is designed to present specific attack
types and real-world examples of each. The third optional
seminar, ‘Who is regulating cyber?’, discusses the current
policies and legal regulations applicable to the security
dilemma. The final optional seminar, titled ‘What is the
solution?’, covers the personnel required to take on the societal
security challenge, the tools necessary to secure our systems,
and the mindset developers must embody in their system and
software development practices. The content in each seminar is
described below, highlighting their five take-away themes.

The four seminars can be offered in different configurations,
providing instructors with tools for each theme without
dictating structure. The seminars were designed in four parts to
address each topic in detail while providing application
scenarios for each. The implementation we assessed utilized
three installments where the second session contains an
abridged version of the last two seminars (‘How and why are
we attacked?’ and ‘Who is regulating Cyber?’). This amended
implementation was chosen to minimize scheduling conflicts
and voluntary student time commitment, reducing barriers to
student participation in evening seminars with no academic
credit, food, or monetary compensation. The abridged seminar
series covers the themes of Reconnaissance, Intercept, Invade,
External Domino Effects, and Privacy is Key, whose
descriptions can be found in Sections 3.2 and 3.3. The use of
these themes gives students insight into the processes
implemented for threat modeling and penetration testing while
providing technical details on the approaches used by attackers.

We propose a low-level exposition of cybersecurity
minimizing technical details but designed to highlight its
societal value and connect concepts with incidents that received
extensive coverage in the media with the goal of changing
student perception of cybersecurity. The development of each
topic and themes therein involved a review of two cybersecurity
textbooks [15, 16] utilized in undergraduate and graduate level
foundations of cybersecurity courses. Topics that were
highlighted frequently or referenced often became primary
themes that answer in detail larger thematic questions in terms
of who, what, and how. For each topic chosen from the
foundational texts, we analyzed recently published
cybersecurity attacks, events, or developments to find the most
applicable real-world associations. This allowed for the
development of a focus question that guides students to think
about the theme within their lives and experience. This
interactive question is then followed by the previously defined
real-world scenario addressing the theme. This presentation
format aims to guide the students as they formulate an

understanding of the broad theme in their lives and its
manifestation in real events. To reinforce the importance of
each theme within the larger topic of cybersecurity, topics are
re-emphasized in support of other topics; for example, there is
a repetition of themes such as internet interconnectivity in two
of the seminars (namely, ‘everything is connected’ and ‘the
external domino effect’.)

The appendix (Section VII) lists the main themes
communicated in each seminar. The structure of theme, its
personal applications, real-world scenarios, and high-level
theme technical detail reinforce the societal value of
understanding security to all students at any level. Student
understanding of concepts’ societal value has been shown to be
influential in driving women and underrepresented minorities to
stay within the computing field [28]. Making this seminar series
available to students of every background allows students to
understand the risks and responsibilities of personal and
organizational decision-making regarding cybersecurity.

IV. EVALUATION

The seminar series’ target audience is first- or second-year
students at the undergraduate level. In our deployment of the
proposed seminar series, students voluntarily attended a
number of the seminars. These students may or may not have
decided on a field of study, major or minor. We seek to
determine if students’ perception of cybersecurity can be
positively bettered through participation in the seminar series.

A. Recruitment

Students were recruited using email and flyers distributed
to first- or second-year seminar-style courses (i.e., required
courses covering a broad range of topics) within the Texas
A&M University College of Engineering. We targeted these
introductory seminar-style courses because they are offered to
large populations of undergraduate students within their first
two years of study. These courses provide students with a view
of the academic unit and its activities, such as the learning and
research opportunities available. Additionally, the College of
Engineering class size in our university is limited to 100
students, except for seminar courses. This exemption allows us
to target the largest population of students through a single
seminar presentation alone. We estimated that 850 students in
the College of Engineering received direct communication
through email or an announcement within a seminar course.
Email communication is often ignored by students [29, 30],
therefore, most likely, our advertisement efforts reached
considerably less than 850 students. Other forms of recruitment
involving face-to-face interaction were not pursued due to
Covid-19 precautions. A broader distribution of the seminar
information was not made in an effort to ensure the students
recruited were of the targeted student level. Participation in all
three seminars of the series was rewarded with a copy of Nicole
Perloth’s book ‘This is how they tell me the world ends’[17].

B. Survey Implementation

The introductory seminar (i.e., the first one in the
cybersecurity series) begins with asking the students to fill up a
survey designed to record students’ initial understanding and



perception of the cybersecurity profession. These surveys
captured composite trends of perception and did not preserve
personally identifiable information. At the end of the final
seminar within the series, all attendees are asked to complete a
follow-up survey to assess the effect of the seminar on the
student’s perception. Participation in the pre- and post-surveys
is strictly optional and not a condition of attendance of the
seminar. Students access the survey using their mobile devices
or computers, based on a quick response (QR) code projected
on the classroom display.

The survey is implemented utilizing the Likert scale,
determining a subject’s agreement with the statements
presented to them [31]. Likert scales are best used for
determining perception regarding specific topics or opinions
[32]. The structure of the survey is divided into three
categories: Impression of the Cyber Security Profession
(Impression), Understanding of the Impact of Cyber Security
(Understanding), and Decision Regarding their Participation in
a Cybersecurity Minor (Decision). These categories assist in
focusing our assessment on student perception over time. Using
these three categories, we can numerically gauge students’
initial and follow-on perception of the profession and their
potential role in it. The responses are limited to a drop-down
menu with ‘Strongly Agree’, ‘Somewhat Agree’, ‘Neither
Agree or Disagree’, ‘Somewhat Disagree’, and ‘Strongly
Disagree’. The questions are listed as follows:

1. The cyber security profession is easy to understand.

(Impression)

2. Nothing can be done to protect my data from attackers.
(Impression)

3. The security of programs I write is important to me.
(Impression)

4. The security of applications I use is important to me.
(Impression)

5. T can eliminate buffer overflows from my programs.
(Understanding)

6. I understand the concept of a zero-trust architecture.
(Understanding)

7. Cyber-attacks have an impact on my life.
(Understanding)

8. I will be pursuing a cyber minor. (Decision)

9. The cyber minor will increase my understanding of

security. (Decision)

10. I must be a CS major to be prepared to participate in the

cyber minor. (Decision)

Questions 3, 5, and 6 violate the seminar’s assumption of no
background requirements. The questions phrased with a
cybersecurity vocabulary were included in this study because
the recruitment efforts were made specifically within the
College of Engineering. These technical questions also seek to
determine students’ state of exposure before attending the
seminars. These questions, when revealing a low expected
perception, indicate little to no technical understanding. In
addition to these ten questions, students are given the option to
provide the gender they identify with via a drop-down menu of
‘Male’, ‘Female’, ‘Non-Binary’, and ‘Prefer not to say’. This
allows for an understanding of perception based on gender and

the potential impact of the seminar series on each identified
gender.

V. SURVEY RESULTS

To establish a control group of expected first- and second-
year student understanding, the introductory seminar (‘The
Security Dilemma’) was presented to the seminar-style course
Introduction to Computing (CSCE 1X) offered in the Fall 2021
term. Three majors require this course: Bachelors of Science in
Computer Science, Bachelors of Science in Computer
Engineering, and Bachelors of Arts in Computing. Most
students take the course in their second year, immediately
following acceptance into one of the three specified majors. By
capturing the views of students in this course, we created a
picture of second-year student impressions. This cohort was
used as the control group because these students had previous
exposure to coding but not to cybersecurity. The participation
in the optional survey was high, with 279 student responses.
The demographics captured through the survey revealed 81%
male, 16% female, 2% non-binary, and 1% preferred not to say.

The baseline impression in ‘Impression of the Cyber
Security Profession’ showed that students largely had a
negative perception of technical questions such as zero-trust
architectures or buffer overflows, as can be expected given their
little or no technical understanding of cybersecurity. They also
believe the cyber security profession is difficult to understand.
However, students did understand that actions can be taken to
protect their data. In the category of ‘Understanding of the
Impact of Cyber Security’, students understood that cyber-
attacks play a role in their lives and value the security of the
applications they use and build. In the category of ‘Decision
Regarding their Participation in a Cyber Minor’, students
understood the minor would increase their understanding. Most
students at the time of the seminar were undecided on whether
to pursue a minor; 42% of students were unsure if the cyber
minor was restricted to computer science majors.

Two separate iterations of the abridged (i.e., three seminars
format) cybersecurity series were performed for evaluation of
the proposed seminar intervention. Iteration one took place
following the introductory seminar delivered to the students
registered in the CSCE 1X course. The two follow-on seminars
were scheduled over the course of five weeks, one every other
week within the fall of 2021: 28 September, 12 October, and 26
October. The second iteration was offered under a condensed
timeline of two weeks within the spring of 2022: § February, 10
February, and 15 February. We chose this shorter timeline to
leverage the period in the semester before students prioritize
midterms or exams.

The attendance maintained a population of 6-10 students in
iteration one (Fall 2021) and 9-11 students in iteration two
(Spring 2022). In iteration one of our interventions, we had six
voluntary participants in the primary introductory seminar, six
participants in the second seminar, and 10 participants in the
third seminar. This level of participation, although small in
relation to the number of students recruited, is at the expected
level of participation for an evening extra-curricular activity



due to student perceived barriers to participation. Barriers to
participation in these seminars included its voluntary status, no
academic incentives, occurrence during the evening, and the
location (at the computer science department building) far from
the primary undergraduate engineering building.

Student impression from the introductory seminar in the
three-seminar series is consistent with that of the baseline
impressions from CSCE 1X. Upon conclusion, ten students
completed the closing survey we used to evaluate final
impressions of cybersecurity and specifically their interest in
the cybersecurity minor. Within these populations, we were
able to analyze the change in student perception through the
seminars utilizing student interest in the cyber minor. Figure 1
shows the degree of influence on student attendees, looking
specifically at the question “I will be pursuing a cyber minor”,
based on the percentage of student respondents per level of
agreement. Within this small population, we observed a strong
increase in interest in the minor through a higher percentage of
‘Strongly Agree’ responses in the final seminar post-survey.

Student Interest in Cybersecurity Minor
60%
50%

40%

30%
20%
o | [ I
0%

Seminar 1X: Sep 14  Seminar Series #1:  Seminar Series #2:  Seminar Series #3:
(279 Students) Sep 28(6 Students) Oct 12 (3 Students) Oct 26 (10 Students)

W Somewhat Agree M Neither Agree or Disagree M Strongly Agree

W Somewhat Disagree Strongly Disagree

Figure 1. Analysis of student interest in the cybersecurity
minor following the baseline and each seminar in Iteration
One of the proposed seminar series.

Our assessment indicates that through the first iteration,
seminar attendance changed student impression in the category
of ‘Impression of the Cyber Security Profession’ to one of more
confidence in their understanding of zero-trust architectures. In
the category of ‘Decision Regarding their Participation in a
Cyber Minor’, students understood the minor would increase
their understanding, and it was not restricted to computer
science majors. Furthermore, 80% decided on actively pursuing
a minor in comparison to 28% in the baseline (i.e., the
introductory seminar delivered in CSCE 1X) and 50% from the
introductory seminar in iteration one. Due to the anonymity of
our survey, it is not possible to determine if the students
registered for the Cyber Minor.

Our second iteration of the seminar series had a population
of nine students from more diverse year groups. Our audience
in the introductory seminar had 2 first-year, 2 second-year, 3
third-year, 1 fourth-year, and 1 fifth-year student. The audience
composition in the third (final) seminar had 2 first-year, 1
second-year, 2 third-year, 2 fourth-year, and 2 fifth-year
students. However, upon the conclusion of the seminar series,

only four students provided final surveys. All four students
were fourth- or fifth-year students. The first- through third-year
students opted out of completing the last survey. Given the
scarcity of data, we cannot accurately assess how the second
iteration impacted students’ perceptions. Similarly, the
information regarding their interest in the minor, as the
respondents can no longer be influenced to participate in the
cybersecurity minor: either they were already in the minor or
they were too close to graduation to make it viable. The
category ‘Impression of the Cyber Security Profession’
reflected that of the baseline group: they believe the profession
is unclear and understand they can take actions to protect their
data. Their ‘Understanding of the Impact of Cyber Security’
reflected that of the baseline as they believed cyber-attacks play
a role in their lives and value the security of the applications
they use and build.

The participation in the seminar series of students who
were past their first and second years was unexpected. It was
also surprising that, although half of these students were already
being educated through the cybersecurity minor, all four survey
participants reported an increased understanding of zero-trust
networks.

Multiple students gave verbal feedback following the
seminar, all thanking the instructor for the opportunity.
Previously unanswered open-ended comment boxes were
utilized in student responses to this mixed-method survey. The
two student opinions quoted below indicate that the material
covered in the seminar series was informative even for students
with a high level of exposure to cybersecurity:

o “Ibelieve the topics covered gave a better
understanding of cybersecurity. I have read books in
the field for about two years and still learned some
new things in this seminar series.”

e “I have really enjoyed the series so far and learning
about cyber security this past week has really
motivated me to spend more time being up to date on
cyber security standards both in my personal life and
in my career moving forward. Thank you so much for
your time.”

Overall, the effect of the seminar was one of increased
perception of cybersecurity through student reports of a desire
to learn more about cybersecurity and potentially join the
cybersecurity minor. Students felt more confident in basic
terminology and, where applicable, reported interest in
pursuing the cybersecurity minor. The second iteration,
specifically, revealed that students of more advanced year
groups reported increased perception of cybersecurity from the
structure and representation of cybersecurity themes taught in
the provided manner.

VI. CONCLUSION AND FUTURE WORK

The implementation of the proposed intervention (namely,
a seminar series with the content described in the Appendix)
only reached a small participant population of students. But
there are promising signs that this simple intervention can be
fruitful. Undergraduate first-year students demonstrated a



positive transformation of their perceptions of cybersecurity.
Students who participated in the seminar series increased their
overall interest and established a positive perception of the
cyber security field.

This implementation was limited by fewer advertising and
outreach capabilities available as our students came back to
campus after the prolonged period of online learning and with
new COVID-19 precautions such as social distancing practices.
As a result, the assessment involved only a small cohort of
students with an assumed lack of exposure to cyber security.
The population of our seminar series participants restricted the
scope and strength of statistical analyses of our survey results.
Another limitation of our research is that our analysis and
processes could only capture immediate changes in student
perception of the cybersecurity field. Our research question
attempts to analyze this but cannot capture the change in student
perception over time or future increases in interest in
cybersecurity following the seminar series. Lastly, our survey
included technical questions whose interpretations could be
affected by a student’s understanding (or lack thereof) of the
question. These technical questions may confuse survey results
and therefore were not included in our analysis.

However, there is potential for broader impact if reaching
populations from outside the College of Engineering. The
content of the seminar series can still be useful for instructors
in cybersecurity courses, as the material can provide clarity and
application to classroom learning of cybersecurity. The use of
current events and thought-provoking questions and discussion
reiterate the concepts and the importance of the security themes.
Our second cohort demonstrated the impact of such a structure
through their appreciation of the seminar and their self-reported
increased understanding, even for students who already had
significant knowledge in the area.

Future implementations of this seminar series could be
completed as a reception process for new first-year students.
Introducing incoming freshmen of all departments to basic
cybersecurity topics allows the student to understand their role
as a user and exposes the interdisciplinary nature of the field.
To achieve large participation, scheduling times should be prior
to heavy course loads, allowing students to learn about the field.
This would provide all students with exposure to the basic
themes of cybersecurity defined in the introductory seminar.
Students of all majors should be afforded the opportunity to
learn more about cybersecurity in their daily lives and its
interdisciplinary nature.

Future implementations with a focus on engineering
students should extend the length of the seminar and
incorporate introductory capture the flag activities which match
the themes discussed. To measure the change in student
perception regarding the cyber security minor, registration
numbers for the minor should be monitored following the
implementation of the series to maintain anonymity and student
questions, comments and in-seminar interactions should be
recorded. Recording all interactions resulting from the seminar
series can help analyze how the student perception is truly
changed. This would reveal if the use of thought-provoking
questions, current events, or the discussion of the two in relation

to technical terms assisted in positively changing student
perception of cybersecurity. In parallel to this work, a map for
introductory exposure and measurement tools for technical
skillsets can greatly assist instructors in clarifying the field of
cybersecurity. Additionally, this seminar series could be tested
as a reinforcing tool for topics covered in security-centric
coursework. The second cohort in this study demonstrated that
regardless of year group, all security students could benefit
from exposure to a real-world and application-based seminar
series.

To aid in future implementations of the proposed approach
in other institutions, the materials developed for the seminar
series and supporting discussion guides have been made
available for public use at
https://sites.google.com/view/cyberexplained/home. We will
also release lesson plans on the website.
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VIIIL

The following subsections summarize the main themes
communicated in each seminar. For conciseness, the
vocabulary in the descriptions below assumes cybersecurity
expertise. The delivery of the material does not presuppose
previous students’ cybersecurity knowledge.

APPENDIX — SEMINAR CONTENT

A. Introductory Seminar: The Security Dilemma

1. Everything is Connected
The internet was designed to bring connections across the
world [16]. However, the connection the internet now
provides was not created to be isolated from bad actors,
secure against bad actors, or disrupted by bad actors. The
fundamental connection of the internet architecture
highlights the need for specialized network management
and construction to maintain the cybersecurity tenets of
confidentiality, availability, and integrity.

2. Users are Essential
Given the nature of internet connectivity, users must
understand their role in security. Users are often the
weakest link in cybersecurity efforts, making the strength
of the cybersecurity infrastructure reliant on user behavior
and understanding. User security requires regular software
updates, monitoring of suspicious connections or
communications, maintaining system access as necessary,
and timely reporting of abnormal events. Social
engineering is the most common tool for attackers to entry
into systems, making it essential for users to understand
how they are targeted.

3. Nothing is 100%
High-profile equipment, software, and personnel have
gained the trust of users over time, decreasing the socially
perceived impact of user diligence in security. However,
recent attacks show that the wuser must maintain
attentiveness in their communications, understanding the
possibility of a data leak or hack. Nothing is 100% secure,



therefore our actions in systems should not rely on them
being 100% secure.

Slow and Secure Coding

In contradiction to Facebook’s original motto of “Move
fast and break things” [18], this theme highlights that
security begins at the design desk. Poorly designed code
rushed to completion without testing is often riddled with
exploitable vulnerabilities, such as buffer overflows,
logical errors, and unchecked variables. Students must
understand that their role as software development team
members requires that their design, code, and operations be
logically secure against simple vulnerabilities. When
software is rushed to completion, external actors have a
higher chance of finding vulnerabilities. This gives way to
threats such as ‘zero day’ exploits, which can alter the
intent of developed code in drastic ways.

Use your Tools

The National Institute of Standards and Technology
(NIST) has provided guidelines and templates that promote
security at the organization level. Secure coding practices
are necessary to minimize the power of exploits at the
architectural and implementation levels. Proper use of
encryption tools, dual-factor authentication, and frequent
updates by the user or through security as a service (SaaS)
are necessary to limit the power of cyber-attacks in our
society. A combination of user security, organizational
security, and network security are required to implement a
tiered structure that can prevent, detect, and respond to
attacks appropriately.

B. Seminar 2: How and why are we attacked?

1.

Reconnaissance

Observing the attacker kill chain, we highlight specific
components to describe how attackers complete their
exploits. Reconnaissance is the collection of data enabling
attackers to prepare for or complete [external] subsequent
attacks. Reconnaissance provides essential information
needed to carry out ransomware attacks, data breaches, or
manipulation of the data itself to portray an altered reality.
The completion of reconnaissance gives information that is
ultimately used in pursuit of final attack objectives:
destruction, ransom, or espionage.

Intercept

Cyber-attacks, such as man-in-the-middle, eavesdropping,
phishing, and denial-of-service, can be visualized as a
communication line that has been intercepted, corrupted,
or spoofed. Communication is fundamental to the
operation of the internet but requires connections that can,
by failure to design with security in mind, be overwhelmed,
disrupted, impersonated, and monitored. To prevent these
attacks, users must understand the differences between
legitimate and illegitimate communications in the form of
emails, links, or webpages.

Invade

The invasion of our systems is typically carried out with a
form of malware such as a virus, worm, or trojan horse
[19]. These invasion attacks target networks, databases, or
programs following the interception, corruption, or spoof

of the communication line. Defense against the invasion of
interconnected systems requires continuous monitoring to
determine when misuse or malware has been executed and
limit its damage.

External Domino Effect

Cyber-attacks have grown from isolated events on small
network shared systems to nation-state manipulation of
critical infrastructure and public opinions [17]. The use of
networked devices within the United States has
exponentially increased per capita, subsequently
increasing the attack surface of the country [20]. Almost
every component of our daily lives is connected to the
internet, databases, or technology vulnerable to adversaries
who can cause delays in communication, falsifying of
information, or destruction of data and infrastructure.
Ultimately, the tools we utilize can be easily manipulated
to disrupt many services which support society, causing
extensive damage at a high economic cost.

Mutually Assured Destruction

The lethality and effectiveness of cyber weapons have
grown as leaders around the world work to improve their
cyber capabilities. Nation-state development of cyber
offensive tools has demonstrated the willingness of
government actors to utilize the weaknesses of civilian and
military organizations within opposing countries. An
example is the NotPetya attack, in which Russian cyber
offensive actions shut down major infrastructure
operations in Ukraine in 2017 [21]. If the same tools used
against Ukraine were utilized against a country with
similar cyber capabilities, this would lead to the destruction
of both countries’ digital capabilities. These tools have
been generated as the next generation of critical weapons,
as each country develops its capabilities and warns others
of their potential power if provoked.

C . Seminar 3: Who is regulating cyber?

1.

Privacy is Key

User trust is at the heart of all security requirements and is
essential to understand as a responsible digital citizen.
Trust is built between providers and users as their
information must be maintained with privacy in mind, and
users must abide by provider security standards. Privacy of
user personal information must be prioritized by businesses
and organizations that handle transactions. Transactions
are the essence of the internet, allowing people to exchange
goods, money, ideas, and health information in real-time.
However, these transactions must be regulated to ensure
they are not fraudulent and protected against unauthorized
disclosure. Legal policies such as Gramm-Leach- Bliley
Act (GLBA) and Sarbanes-Oxley Act (SOX) ensure our
monetary information and medical information are
protected within databases to ensure our privacy as
individuals in specific transactions [22, 23]. However,
regulation with a wider reach of protection in the realm of
digital security must be tackled.

Reasonable and Necessary

U.S. cybersecurity policy foundationally utilizes freedom
of personal risk. Organizations can determine the structure



and implementation of their cyber security infrastructure as
long as they provide the reasonable and necessary
measures that ensure the security of personal data within
their systems. This theme is the primary element of the
Federal Trade Commission (FTC) Act Section 5, which
utilizes general language to provide security and privacy
expectations for business and internet transactions [24].
This law ensures organizations take steps to secure
customers’ privacy and minimize identity theft through the
‘red flags rule’ to guide those decisions. However, it also
leaves the determination of reasonable protection open to
interpretation.  Ambiguity and  vagueness cause
organizations and customers to accept risk where it may
not be reasonable, leading to large organizational security
gaps.

Level up

As digital information is created, it is classified into
different tiers for security protection. Low classifications
typically have lower security requirements. Level up
requires that we fully understand what the data contained
in our systems can identify or track in terms of people,
money, and private information. As more data is contained
within the system, the classification and security of the
system must be increased.

Healthcare and Trade

Medical privacy is a significant driver for the security
industry due to the high volume of personally identifiable
information stored in medical systems. However,
cybersecurity in hospitals is often outsourced, with few
hospitals employing in-house security personnel [25]. The
Health Insurance Portability and Accountability Act
(HIPAA) specifically regulates the requirements of
medical data managed regardless of organizational
structure [26]. International trade is another main driver in
cybersecurity regulation as communications, knowledge
transfer, and monetary exchange all require high levels of
security. The FTC bears responsibility for the regulation
and verification of the authenticity of electronic
transactions by consumer companies, utilizing criminal
punishments as their leverage on cybercriminals [27].
Trust

Trust in new systems relies on the personal integrity and
understood boundaries of the designers regarding the data
manipulated and collected within their systems.
Developers must realize that security begins with a
security-focused design that agrees upon trust boundaries
and minimizes trust granted to shared external parties. The
user can then trust their information is not shared with
untrusting sites. User integrity and proper system use are
then required for daily transactions to maintain security.
Trust relationships are prominent targets for adversarial
actions, maintaining cultures of ‘reluctance to trust’ is
essential to decrease the trust-based attack surface [19].

C. Seminar 4: What is the solution?

Protect the Castle
This theme can be explored through firewalls, zero-trust
networks, anti-virus software, frequent software updates,

(1]

(2]

measurable audits, and regular user training to ensure
organization security policies are followed. Audits provide
feedback to the organization and employees regarding
areas requiring emphasis or further user training for proper
security maintenance and stronger security postures.
Demand the Standard

The highest security standard should be expected and
requested of the organizations we trust. Reading and
understanding user agreements and default settings of
applications and networks are essential to understanding
the level of trust organizations are willing and able to
provide. If the highest standard is not being met within
these agreements, members should feel comfortable
requesting additional protection for their data, intellectual
property, and personally identifiable information.

Govern the Hack

Governing the hack seeks to highlight the need for the
government to hold businesses accountable for cyber
defense. Citizens need to advocate for and push their
representatives to vote for the protection of critical
infrastructure. Cybersecurity journalist Nicole Perlroth
highlights the idea that cyber weapons stockpiled by
government organizations leave the users of exploitable
systems vulnerable until they are patched by owning
businesses. These patches can only be created when
discovered by the owning business or released by the
government to the owning business [17]. Vulnerabilities
stockpiled by governments do not last forever and must be
reviewed periodically to ensure the security of consumer
products is not diminished by government stockpiles.
Thus, the government must hold itself and the businesses
that provide technology products accountable regarding
cyber defense.

Continue Learning

Technology is one of the fastest-growing and changing
fields. Within this industry, individual dedication to
learning new approaches to risk management, software
development techniques, networking skills, cybersecurity
compliance regulations, and design processes is key to the
comprehension of the field.

Find YOUR Path

Utilizing tools such as the NIST NICE framework, students
can understand how to plan and progress within the field
of cybersecurity. The growth and interdisciplinary nature
of the area have naturally built new positions at various
levels of technical application. This theme utilizes the
www.cyberseek.org tool to discuss the wide array of
positions and requirements of different pathways within
the cybersecurity field.
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