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Abstract—This research to practice full paper presents our
investigation into the use of gamification in teaching cybersecurity
awareness to students. Although there are evidences of increasing
research activities in cybersecurity, cyberattacks continue to
be pervasive. Academic institutions are largely responsible for
educating and producing skilled professionals with cybersecurity
competences. However, cybersecurity education can be challeng-
ing, especially to smaller institutions, usually characterized by
meagre resources. In literature, one of the beneficial pedagogical
methods for teaching cybersecurity awareness is gamification,
which is based on constructivist theoretical framework. While
this method has proved very useful, one major challenge is that
gamification platforms can be costly to develop and difficult
to maintain. This may discourage smaller institutions from
using gamification to teach cybersecurity awareness. Freemium
gamified platforms e.g., Kahoot! can offer an alternative that is
affordable, easy to use and requires very little to no overhead cost.
The research questions under investigation are: what is the impact
of gamification (as an instructional method) on students’ learning
of cybersecurity awareness?, which game elements and what aspect
of gamification best motivate students?. Using questionnaire, we
asked the students, from a small university in Northwestern
Pennsylvania, USA, to rate their knowledge and awareness of
cyberattacks. Afterwards, we taught a cyber awareness module
with 5 learning objectives to these students using gamification
in Kahoot! platform. At the end of the class, we administered
another questionnaire to the students and asked them to rate
their knowledge and awareness of those same cyberattacks.
Our analysis and statistical results show that gamification is an
effective technique for knowledge acquisition in cybersecurity
awareness. Furthermore, students are mostly motivated by game
elements that give them a sense of achievement. Finally we found
that students are more interested in the knowledge acquisition
aspect of gamification rather than the entertainment and winning
aspects. The results of our study may be beneficial for instruc-
tional design of introductory cybersecurity awareness courses.

Index Terms—Ganmification, Game Elements, Cybersecurity,
Cyber Security, Social Engineering

I. INTRODUCTION

The recent burgeoning shift from traditional to online
operational models, such as employees working remotely
from their homes, students studying online via Zoom, and
businesses operating off cloud-based platforms, has signifi-
cantly increased avenues for cyberthreats leading to a surge
in cyberattacks and data breaches. The FBI’s Internet Crime
Complaint Center released the 2020 Internet Crime report

that indicated an increase of more than 300,000 suspected
internet crime and reported losses exceeding $4.2 billion [1].
Ransomware attacks were also reported to have increased by
158% in North America between 2019 and 2020, according
to The 2021 SonicWall Cyber Threat Report [2]. Taking
advantage of the greater exposure of users to cyber risk
and the crisis caused by COVID-19 pandemic [1], [3], [4],
attackers are increasingly launching more aggressive, severe
and sophisticated cyberattacks, such as [5], [6], [7], and [8],
targeting critical infrastructure and services.

As cybercrimes are growing exponentially, the shortage of
a skilled cybersecurity workforce to protect cyber assets con-
tinues to be a lingering problem, as corroborated by numerous
reports. For instance, the United States had very low supply
of cybersecurity workers with a shortfall of almost 319,720
cybersecurity professionals as of March 2021, according to
CyberSeek [9], an initiative funded by the National Initiative
for Cybersecurity Education. CyberSeek further noted that
on average cybersecurity roles took 21% longer to fill than
other IT jobs while Cybersecurity Ventures projected that there
would be 3.5 million unfilled cybersecurity jobs globally by
2021 [10].

This dire need of skilled cyber professionals has not only
necessitated the teaching of cybersecurity competencies in aca-
demic institutions but also created an urgent need for teaching
and learning of cybersecurity awareness by computing and
non-computing students. Because a considerable number of
cyberattacks and data breaches are due to human error and
insufficient awareness of cybersecurity concepts as well as
lack of knowledge, improving (technical and non-technical)
end-user knowledge and cybersecurity awareness have been
considered essential steps towards cybersecurity [11]. Focus-
ing on only technical countermeasures isn’t fullproof and
sufficient enough to protect users and IT infrastructure against
cyberattacks and data breaches [11]. It is therefore imperative
to teach and learn cybersecurity awareness in universities to
both computing and non-computing students.

To effectively teach cybersecurity awareness, instructors
have adopted a wide range of pedagogical methods such as
flipped classroom [12], project-based learning [13], serious
games [14], multimedia tools [11], to mention but a few.
Beneficial for increasing learner’s engagement, motivation,



and comprehension of complex concepts, gamification is one
of the most effective pedagogical methodologies used for
teaching cybersecurity awareness [15], [16]. While this method
has proved to be very useful and effective, one major challenge
is that gamification tools and platforms can be costly (in
terms of resources and time) to develop and difficult to
maintain. This challenge limits smaller institutions, with very
limited resources, to use gamification for teaching cybersecu-
rity awareness concepts.

Free online gamification platforms, on the other hand, offer
an alternative that is affordable, easy to learn, quick to deploy
and requires very little to no overhead cost. In this paper, we
investigate the use of freemium gamified platform in teaching
cybersecurity awareness, specifically social engineering at-
tacks and defenses, to computing and non-computing students.
We leverage Kahoot!!, a popular online game-based learning
platform, to teach cybersecurity awareness, particularly relat-
ing to social engineering. Kahoot! incorporates a number of
gaming elements, such as leader board, instant rewards, timing,
etc., that adds interactivity, increases learner’s engagement,
and comprehension of the cybersecurity concepts.

For our study, we teach cybersecurity awareness concepts
using gamification in Kahoot! platform, in two different class
sessions, to students from a small university in Northwestern
Pennsylvania, USA. Before each class session, the students
rated their knowledge and awareness of 13 cyberattacks and
cyberthreats, using a questionnaire. We then taught the stu-
dents a cyber awareness module, focusing on social engineer-
ing (6 specific attacks), with 5 learning objectives using Ka-
hoot!. At the end of the class session, we administered another
questionnaire asking the students to rate their knowledge and
awareness of the same social engineering attacks and threats,
covered in class.

Our analysis and statistical results (using the paired sample
t-test) showed that gamification is an effective technique for
knowledge acquisition in cybersecurity awareness. Also, our
findings show that students are mostly motivated by game
elements that give them a sense of achievement and that
the students are more interested in the knowledge acquisi-
tion aspect of gamification rather than winning/entertainment
aspects. These results from our study may be beneficial for
instructional design of introductory cybersecurity awareness
courses.

A. Research Questions and Study Significance

Gamification is gaining attention in literature and increas-
ing being used by educators across disciplines, especially in
STEM areas. Nonetheless, the application of gamification in
cybersecurity awareness is currently in the developing stage.
Cybersecurity educators agree with the conventional definition
of gamification as the use of game elements to spur interest
in a non-game context [17], [18]. Various game elements that
may be useful within the cybersecurity discipline have been

I'Since our study focuses on smaller universities with meagre resources, we
signed up and use only the free features of Kahoot!

identified by scholars, see Table I for instance. However, it is
difficulty to find studies that have validated the usefulness of
each of these game elements in motivating students to learn
cybersecurity awareness. Currently, it is unclear which game
elements is best suited for student engagement and motivation
in cybersecurity awareness course.

Furthermore, scholars have proposed various aspect of
gamification that can motivate student to learn cybersecurity
awareness. These include winning, entertainment, knowledge
acquisition, and teamwork. But, we are yet to gain insight
into how and which of these aspects best motivate students.
For instance, do students engage in gamification to learn or to
win or to entertain themselves? Hence, in addition to under-
standing the impact of gamification on academic performance
of cybersecurity awareness students, we also provides insight
into the other aspects of gamification that are often neglected.
Gaining understanding into these often neglected aspects of
gamification has potentials to improve the use of gamification
in cybersecurity education. Our research questions therefore
include the following:

¢« RQ1: What is the impact of gamification (as an in-

structional method) on students’ learning of cybersecurity
awareness?

e RQ2: Which game elements best motivate students in
cybersecurity awareness class?

¢ RQ3: What aspect of gamification interest students the
more e.g., entertainment, winning, gaining knowledge,
teamwork?

The rest of this paper is organized as follows: Section
IT discusses a review of literature and related works about
gamification, followed by our research methodology in Section
III. We then present and discuss the results of our study in
Section IV. Lastly, the limitations, conclusion, and future plan
of our work are presented in Section V.

II. REVIEW OF LITERATURE

Contemporary educators employ various techniques to mo-
tivate and keep learners engaged in classroom, some exam-
ples are gamification [18], game-based learning [19], project-
based learning [13], flipped classroom [12], persuasive tech-
nologies [20], and many others. Among these techniques,
gamification and game-based learning (GBL) are increasingly
becoming popular and widely used. Although both terms are
related, they differ in definition and scope of usage.

A. Gamification, Game-based Learning & Game Elements

Gamification relates to the use of game elements or mecha-
nism (e.g., rewards, collaboration and badges) in a non-game
context, while game-based learning are serious games played
to support learning process and achieve definite learning
objectives [17], [21], [22].

Any game played with the intention to educate and inform,
rather than to entertain is called a “serious game”, this
differs from “non-serious games” which are primarily used
for entertainment purposes [23]. In this context, a game is an



effort made to achieve goals or resolve conflicts using a set
of definite rules [17], [24]. Even though game-based learning
and serious games are equally important subjects, the focus
of our study is gamification. Hence the rest of this literature
review section will focus on gamification.

We found no generally accepted definition of gamification
in literature. However, there appears to be a general consensus
that gamification involves the use of game element or *'mech-
anism’ to arouse game-like experience in a non-game scenario
or context [17], [18], [21], [22], [25]. This is easily seen
from the definitions of gamification we gathered literature, see
Table I. For instance, Plass and Homer [17] define gamification
as the use of game elements to motivate players to engage in
tasks. Similarly, Figueroa-Flores [24] agrees that gamification
relates to the use of game elements in a non-game context.
Although Karagiorgas and Nieman [25] agree that gamification
is the use of game elements to learn without entertainment.
They extended the definition of gamification with the phrase
motivational affordance. According to their definition, gami-
fication refers to the use of motivational affordances to create
gamely experience. The second column in Table I shows that
game elements is used consistently to define gamification by
various authors in literature.

Many advantages of gamification have been reported in
literature, some of these include its positive impact on learners’
cognitive, emotional, and social abilities [17]. Gamification
positively impacts cognitive abilities by appealing to learners’
curiosity, helping them to explore challenges, solve problems
and acquire knowledge through inquisition, experimentation
and discovery [17]. Likewise, games elements such as collab-
oration and rewards provides an avenue for peer interaction,
team playing, and peer recognition of achievement among
learners; thereby helping them to develop their social abilities.
Finally, game elements such as lives and missions help learners
to acquire emotional character traits such as ability to persist
or persevere, which may be useful in learners’ career and
professional development [17].

Other benefits of gamification reported in literature include
its potential to improve student learning, motivate students
and make learning more fun [26]. Some scholars have found
gamification to support learners’ assessment. As reported by
Wood et al [18], game elements such as Save Points and
Multiple Lives can be combined to provide opportunities for
multiple assessment or reassessment of learners performance
in an academic activity.

The advantages stated above, together with the various defi-
nitions of gamification in Table I, show that game elements are
critical to the concept of gamification. The aim of this study is
to access the impact of gamification on student performance
and to validate the contributions of popular game elements to
such impact. To achieve this aim, we identify game elements
reported in literature and summarized these in the third column
of Table I. We then used these game elements to design our
questionnaire.

Definition of Gamification Game Elements Ref
Define gamification as the use of « Game Mechanics
game elements to motivate players .
. * Incentive System
to engage in tasks they would not .
X . ¢ Musical Score [17]
find attractive while game-based -
L . * Content & skills
learning is any game played with . .
. * Narrative design
defined learning outcomes.
* Points
Defines gamification as “the use of * Badges
game elements and game design in * Leader boards
a non-game context” while game- * Progress boards (24]
based learning is the use of video- * Quest
games to support teaching and * Level
learning. * Avatar
* Rewards
. .. . . * Rewind
No specific definition of gamificati-
) h * Ghost Image
on and game-based learning but .
P * Save Points
agree that gamification is the use of . . [18]
. * Multiple Lives
game elements. Further explains how « Time
game elements influences learning - Space Control
Defines gamification as the process
of enhancing services by using
motivational affordances to arouse
gameful experience and advance * Awards (25]
outcomes in behavior. Gamification * Badges
is further defined as the use of game
elements to learn without
entertainment
Defines gamification as the use of
. . * Emblems
game elements or gaming mechani- « Points
sm to motivate learning while game- )
L * Challenges [21]
based learning is the use of games
. . - * Leaderboards
to improve teaching and learning L
* Missions
process
* Badges
* Analytics
* Progress bars
Defined gamification as using game * Points/Score 26]
mechanics in a project or situation * Lives
* 3D Portfolio
* Adventure Map
* Avatars
Gamification the ap[ﬂymg game « Rewards
elements or mechanism in non-game
. ° * Leader Board
context while game-based learning is
X . A .. * Badges [19]
the intentional application of digital « Levels
or non-digital games/simulation to « Trophies
achieve a defined objective P
* Badges
* Leaderboard
Gamification, the use of game elements | ¢ Points 27]
in non-game context * Level
¢ Challenges
* Avatar

TABLE I: Definition of Gamification and List of Games
Elements

B. Related Work

The use of gamification and game-based learning as in-
structional approaches in cybersecurity education is receiving
a considerable attention in literature. This is seen by the
increasing number of publications [14], [28]-[32] in this
area. However, the majority of these publications seem to
focus on how games or game elements are developed and
applied to educational activities. We found limited studies that
empirically validate the effectiveness of gamification as an
instructional approach for cybersecurity awareness.



Marco Orlando et al [28] developed a computer game
known as Security Empire which is is intended to help
instructors to teach cybersecurity concepts to high school
students. One of the reported benefits of this game is the
ability to motivate and engage high school students in learning
cybersecurity concepts. In a similar study conducted by Jin
et al [29], 4 different computer games were developed with
the aim of helping high school students to learn cybersecurity
concepts. These games were deployed during a summer camp
wherein the following cybersecurity concepts were covered:
social engineering, security first principles, information secu-
rity concepts and secure online behaviours. The authors found
that game-based learning helped students acquire knowledge
cybersecurity concepts covered during the summer camp.
Other authors such as Guimaraes et al 2012 [30] and Sv-
abensky et al 2018 [14] have also designed and implemented
various serious games and use these to teach cybersecurity
classes. In both cases, these authors agree that the use of
games as instructional approach has considerable potentials
in cybersecurity education.

Studies that perform literature review to synthesize exist-
ing applicaiton of game-based learning and gamification are
also receiving attention in literature. Among these studies,
we found authors that conduct structured literature review
to investigate whether games are effective technologies for
cybersecurity training [31]. Another structured literature re-
view conducted by Alotaibi et al 2016 [33] conclude that
although gaming applications are useful tools in teaching and
learning cybersecurity awareness, further studies are required
to tailor gaming applications to learners’ needs and adequately
evaluate how these gaming applications impact students or
users. The systematic literature mapping conducted in [34]
aims to examine the context and extent to which gamification
has been applied to teach software engineering courses. The
authors conclude that further empirical studies are needed
to evaluate and validate the impact of gamification as a
pedagogical approach in software engineering [34].

Indeed, the related studies above make remarkable contri-
butions with respect to the use of gamification, game-based
learning and gaming application in education. However, they
failed to carry out empirical validation of how gamification
impact student performance and learning. This can dissuade
instructors from adopting gamification as a learning approach.
Empirical validation of the effectiveness of gamification is
thus needed to further strengthen and encourage the use of
gamification as an alternative teaching and learning technique.
Hence, our study complement existing research in gamification
by performing an empirical study to validate the impact of
gamification on student performance.

III. RESEARCH METHODOLOGY

A. Research Design

The aim of our study is to assess the effectiveness of
gamification in teaching and learning cybersecurity awareness
in smaller universities and colleges. We specifically focused
on social engineering aspect of cybersecurity because our

study targets learners with little to no prior knowledge about
cybersecurity, and numerous studies (e.g., [35], [36]) have
shown that human beings are often the weakest link in the
security chain. Social engineering attacks involve manipu-
lating human weakness for malicious gain [36], such as,
divulging sensitive information from an individual through
social interaction. In our study, we covered popular techniques
employed by adversaries to conduct social engineering attacks,
namely phishing, spear-phishing, vishing, smishing, baiting,
and tailgating.

The design of our study was in three-folds: (1) designing a
course unit with specific learning objectives, (2) implementing
or teaching the course unit with a gamified tool that requires
little to no overhead to the instructor, and (3) assessing
learners’ acquired knowledge using surveys.

1) Course Unit and its Learning Objectives::

To contextualize our gamification approach as a pedagogical
strategy, we began by designing a course module/unit with spe-
cific learning objectives. Essential for aiding effective student
learning and design of instruction materials [37], these learning
objectives guided the concepts covered in our course unit,
and helped in designing our course materials and gamified
activities. This ensured that our study sufficiently covered the
essential elements of social engineering in line with our study
goals. Below are the learning objectives we designed for our
course module in this study, that can easily be adapted into
undergraduate courses at freshmen or sophomore level.

o Define and identify common social engineering tech-

niques used by attackers.

o Understand and describe the various social engineering

techniques used by adversaries.

o Apply basic cyber awareness knowledge to identify and

detect common social engineering threats/attacks.

o Analyze common scenarios and identify the kind of social

engineering attacks.

o Apply countermeasures to mitigate these attacks/threats.

These lesson objectives were modeled based on Bloom level
taxonomy [38], a popularly renown framework for classifying
educational objectives. Since our target students are fairly new
to the concepts with little or no prior formal cybersecurity
education, we focused on Bloom level 1, 2, and 3. Achieving
these objectives would help students identify, analyze, and
counter social engineering baits, critical skills that have been
underscored by numerous studies as needed for curtailing
the surging cyberthreats and attacks from the non-technical
perspective. The course unit can be delivered structure as two
60-minute or one 80-minute class lecture. In our study, we
delivered it as two separate 80-minute class lecture, allowing
us to obtain various diverse views about our study.

2) Our Gamification Approach Leveraging Kahoot!:

As discussed in Section II-A, gamification is one of the
recent pedagogical technique used by educators to motivate
and keep learners engaged. Employing gamification, however,
requires a significant time and amount of work by instructors
to design and incorporate them into their courses. This can be
challenging in smaller universities.



To minimize the cost and amount of time required for
developing and incorporating the serious game or gamified
activities, we retained the traditional teaching method used by
most instructors, of slides, images, and videos. In addition,
we incorporated gamified activities using Kahoot! during the
teaching session. Kahoot! [39] is a popular online game-based
learning platform, that is easy to use. It has two (free and
paid) editions and a wide range of gaming elements. Since our
study targets institutions with meagre resources, we focused
on integrating the free edition of Kahoot! to our course.

To this end, we designed a Kahoot! game consists of four
major sessions covering general social engineering, identifying
social engineering attacks, countermeasures against those at-
tacks. The gamified activities employed leaderboards, instant
reward, badges, timed component as the game elements to
motivate and keep the students engaged. Please refer to Section
II-A for more details about these and more game elements
used in gamification. Our lecture sessions consisted of short
presentation slides that were used by the instructor to introduce
the students to different concepts followed by game sessions.
Students played the gamified activities using their phones,
and weren’t required to know or have used any gamification
technology before.

3) Survey Design: To assess the impact of our pedagogical
strategy i.e., gamification leveraging Kahoot!, we designed two
(pre-test and post-test) surveys to collect quantitative and qual-
itative data from our participants. Surveys are research tools
that are widely used for collecting information to describe,
compare, or explain subjects’ knowledge [40]. In our study,
participants took a pre-test and post-test survey to rate their
knowledge about cybersecurity awareness concepts covered in
our lecture sessions. For both surveys, participants rated their
knowledge using a 5-point Likert scale, with 5 representing
Very Knowledge and 1 representing Not Knowledgeable.

The pre-test survey included questions on general demo-
graphic information (excluding personal identification) and rat-
ing knowledge on social engineering, phishing, spear-phishing,
vishing, smishing, baiting, tailgating, malware, viruses, cyber-
bullying, cyberstalking, identity theft, and worms. On the other
hand, the post-test survey focused on rating knowledge on
social engineering concepts only. The post-test survey also
included the rating and open-ended questions on gamification
to assess the impact of our approach, as follows:

o SQI: Gamification (Kahoot!) motivated you to learn more
about the cybersecurity concept.

e SQ2: 1 learned better using gamification (Kahoot) than
the traditional way of teaching.

e SQ3: Rank the following gamified elements in Kahoot!
according how they motivated you to learn more (1 for
least helpful and 4 for most helpful)?

Leader board (Ranking scores after every question).
Instant Reward (Receiving reward after a question).
Badges (Displaying name at the end of each session).
Time (Answering questions within a limited time).

o SQO4: Rank the following items according to how Kahoot!

motivated you to do them (1 for lowest and 4 for high-
est): Understanding the purpose of the concepts (SQ4a),
Learning with others (SQ4b), Mastering the concepts
(SQ4c), Winning (SQ4d).

e SO5: Would you recommend using gamification (Ka-
hoot!) in other courses?

e SQ6: What was it that you like most about gamification?

e SO7: What was it that you dislike about gamification?

B. Data Collection

We collected data from thirty eight (22 male, and 16 female)
participants. Prior to our data collection, we sought Institu-
tional Review Board (IRB) approval, and all approved IRB
guidelines were followed during our study. All the participants
in our study were students from two (2) courses. Both courses
are offered in the College of Engineering and Business at a
small university in Northwestern Pennsylvania (US). The data
was collected from one class lecture session of each of these
two courses. At the beginning of the class session, students
were informed about the study and that their participation
wasn’t compulsory. The students then filled out the pre-test
survey, followed by our study experiment. At the end of our
lecture, the students again filled out the post-test survey.

The pre-test and post-test surveys were designed and con-
ducted using Survey Monkey. Students provided informed con-
sent for participating in the surveys. During the data collection,
the student names weren’t recorded to avoid identifying them.
However, student’s response from the pre-test and post-test
surveys were matched using the unique IP addresses for our
statistical analysis.

C. Data Analysis

To analyze our collected data, we adopted the sequential
explanatory design method — a highly popular mixed research
approach for collecting and analyzing data [41], [42]. This
method starts with analysis of the quantitative data followed
by a qualitative phase. The qualitative phase helps to explain
or elaborate the results from the quantitative data [41].

In our study, the quantitative data is primarily about stu-
dents’ perceptions about cybersecurity awareness concepts and
gamification. We used this data for our plots and descriptive
analysis of our students’ knowledge about various cyberse-
curity concepts. We also assessed the students’ knowledge
acquired through our gamification approach by comparing the
students’ ratings before and after our study. To determine
the statistically significance of the observed differences, we
performed various one-sided paired sample t-tests at a level
of significance, &« = 0.05. Our general hypothesis is that
students are more knowledgeable about social engineering and
its specific attacks after our study than before.

All our data analysis was done using popular Python
packages, including Pandas, SciPy. Prior to our analysis, we
computed the Cronbach’s alpha [43] coefficient to test the
reliability of the instrument we used for data collection. In
our study, the cronbach’s alpha for the 5 item scale was .915
and .973 for the pre-test and post-test surveys respectively,



indicating a high degree of reliability and consistency. We then
proceed to our quantitative and qualitative analysis.

IV. RESULTS AND DISCUSSION

In this section, we present and discuss both the quantitative
and qualitative results of our study.

A. Students’ Knowledge Before And After Our Study
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Fig. 1: Pre-test and post-test responses of students’ knowledge
about social engineering, in general.

Figure 1a presents the pre-test while Figure 1b shows post-
test results for the overall students’ perceptions of social
engineering, in general. During the pre-test, as shown in the
Figure la, half (50%) of the students rated their knowledge
about social engineering in the No Knowledge and Somewhat
Knowledge category, and about 32% of the students rated
themselves as fairly and very knowledgeable about general
social engineering. On the other hand, the post-test results
in Figure 1b shows that most students rated themselves as
knowledgeable about social engineering. Over 70% of the
students felt that they were fairly and very knowledgeable,
and only 23% were in the No and Somewhat Knowledgeable
category. Comparing the students’ ratings in Figures la and
1b, there was a considerable improvement in the knowledge of
students about social engineering, before and after our study.

In Figures 2 and 3, we delve into students’ perceptions
of the specific attacks used in social engineering. Similar to
the results in Figure 1, Figure 2 shows that most students
weren’t knowledgeable about vast majority of different social
engineering attacks before the study. Notably among these

Percentage of Responses
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B No Knowledge
Somewhat Knowledgeable

I \Very Knowledgeable

Fig. 2: Pre-test ratings of students’ knowledge about the
specific social engineering attacks.
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Fig. 3: Post-test ratings of students’ knowledge about the
specific social engineering attacks.

were the smishing and vishing attacks that 64% and 58%
respectively of the students indicated they had no knowledge
about. Smishing and vishing are social engineering attacks that
use SMS and voice respectively. Surprisingly, these attacks are
very popular, especially in this era of mobile phones, yet many
students had no knowledge about them. This emphasizes the
need of cybersecurity awareness studies, such as ours.

Figure 3 presents the post-test ratings about the specific
social engineering attacks. The vast majority of the students’
knowledge in each of the social engineering attack had im-
proved, with between 36% - 50% of the students rating
themselves as fairly knowledgeable, and between 21% - 36%
rating themselves as very knowledgeable. Again, there was
a considerable improvement in the students’ knowledge. The
majority of the students rated themselves fairly and very
knowledgeable in each of the specific social engineering
attacks.

Overall, the results in Figures 1, 2, and 3 indicate that there
was considerable improvement in the knowledge of students
about social engineering and the specific social engineering
attacks. The results shows a major positive shift in students’
perception of their cybersecurity awareness from “No Knowl-
edge/Somewhat Knowledgeable/Not Sure” (the low side) to
“Fairly Knowledgeable/Very Knowledgeable” (the high side)
as illustrated in Figures 2 and 3. Moreover, these improve-
ments or positive shift happened in one class of 80 minutes
duration. For instance, Phishing and Spear-phishing Pre-test
ratings of ”Not Sure” to "No Knowledge” were 46% and 73%,
respectively. Their post-test ratings for “Fairly” and ~Very



Attack Type t — statistic p — value

Phishing —3.8319 0.0002
Spear-Phishing  —5.1189 0.0000
Vishing —7.2942 0.0000
Smishing —7.9701 0.0000
Baiting —4.3237 0.0001
Tailgating —6.1016 0.0000

TABLE II: Results of our statistical tests about the different
types of social engineering attacks.

Knowledgeable” became 75% and 72%, respectively.
B. Statistical Analysis Of Our Results And Their Significance

The results in the previous subsection indicated a consid-
erable improvement in the students’ knowledge about social
engineering in general, and about the specific social engineer-
ing attacks. To determine the statistically significance of the
observed improvement, we performed statistical testing using
paired samples t-test at a level of significance of a = 0.05.

The paired samples t-test indicated that the difference in
students’ perceptions regarding social engineering, in gen-
eral, was statistically significant with ¢(37) = —3.6181,
p = 0.0004. This implies that our gamification approach
(Kahoot!) significantly improved their knowledge in social
engineering, according to the student ratings. Table II presents
the rest of the results for the paired samples t-test performed
about the specific social engineering attacks. All the p-values
obtained from the paired samples t-test for each of the social
engineering attack was below 0.05, as seen in Table II.
These results indicate that there was a statistically significant
improvement in the knowledge of the students for each of the
attack. By implication, gamification (Kahoot!) improves the
students awareness of social engineering attacks.
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Fig. 4: Students’ responses on whether gamification motivated
them to learn more about cybersecurity.

C. Students’ Perceptions About Our Gamification Approach

To gain more insights about students’ perceptions of our
gamification approach as a teaching pedagogy, we asked
three specific questions (i.e., SQ1, SQ2, and SQS5), about our
gamification approach.

Figure 4 shows the student’s ratings, on a 5-likert scale,
on how gamification motivated them to learn more about
cybersecurity concepts. Over 97% of the students agreed

(strongly agree and agree) that the gamified activities in our
study motivated them to learn the cybersecurity concepts being
taught. Only 2.6% strongly disagreed with the notion that they
were motivated by the Kahoot! games.

Agree

47.4%
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Fig. 5: Students’ responses of whether Gamification (Kahoot!)
is better than traditional teaching style.

Figure 5 shows the students’ responses in regards to whether
gamification (Kahoot!) is better than the traditional method of
teaching. The majority i.e., over 94%, of the students agreed
(strongly agree and agree) that gamification was better than the
traditional style of teaching. Only 2.6% strongly disagree with
this notion, and another 2.6% neither agreed nor disagreed.

All the students, with the exception of only one student,
in our study indicated that they would recommend using
gamification (Kahoot!) in teaching other courses. Overall, our
results, thus far, imply that the vast majority of the students
were motivated and preferred the gamification approach of
teaching. Hence, introductory cybersecurity awareness courses
can benefit from this pedagogical style of teaching.
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Fig. 6: Rankings of game elements that motivated students.

D. Students’ Preference on Motivating Game Elements And
Aspects of Gamification That Motivated Them

To further understand the students’ preference on which
game elements motivated them the most and which aspects of
gamification most motivated them, we plotted their rankings
(first to fourth) based on responses from Question SQ3 and
SQ4. Figure 6 summarizes the students’ rankings of game
elements used in our study, in regards to motivating them



to learn more. The students ranked leader board as the most
preferred game element with 42%, as shown in Figure 6.
Instant reward was the second preferred game element with
35%, followed by badges with 35%. Timing was ranked
the least preferred game element followed by badges. These
results, in Figure 6, indicate that the most motivating game
elements were those that gave students a sense of achievement.
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Fig. 7: Rankings of the aspects of gamification that best
motivated students.

Figure 7 shows the students’ rankings of the different
aspects of gamification that motivated them the most. SQ4a
(Understanding the purpose of the concepts) and SQ4c (Mas-
tering the concepts) were ranked the most motivated with
29.4% each, while winning was ranked third. These results
imply that the students were more interested in knowledge
acquisition aspect of gamification than other non-educational
aspects like winning, entertainment, etc.

E. Qualitative Feedback

Our last two survey questions were open-ended questions
about what students liked and disliked about our gamifica-
tion approach. These acted as the source of our qualita-
tive data, giving us more insights into students’ perceptions
and preferences above. In general, the students’ likes about
gamification were overwhelming positive and in line with
other previous studies fronting gamification. The majority
of the likes centered around gamification providing fun and
interactive method of learning, and the competition among
students encouraged them to learn more. Below, we provide a
selected sample of the notable responses we received.

o Mastering the knowledge and timed component as well
as understanding the purpose of the class.

e lIts an interesting application which gives kind of interest
to gain quick knowledge and keep pace with time.

o Competition among students

o It’s modern and fun to learn

o [ like the way Kahoot! testifies. It’s fun and enjoy and
very helpful for learning.

o [ am competitive, so it encouraged me learn the most so
I could win.

While some students liked enjoyed thinking within a short
amount of time, the majority of dislikes centered around time.

Not surprisingly, this directly supports our findings in Figure
6 where students rated the timing component as the least
motivating factor. Another notable dislike worth noting was
from two students (included in the list below) who didn’t
like the competition among others, that is introduced by
gamification. Based on this dislike, as instructors leveraging
this pedagogical style, attention and focus needs to be paid
to optimize the competition that could affect some students.
Again, we list some of the notable dislikes from the students
below.

o The time in some question was short

o Its not about winning its all about gaining the knowledge

o Confusion on multiple answer questions

e If you mess up a lot you fall behind fast

o [ don’t like that it makes students who aren’t fast read-
ers/learn fast are embarrassed in front of the whole class.

V. CONCLUSION, LIMITATION AND FUTURE WORK

There are evidences that the use gamification as an instruc-
tional approach offers various advantages, including enhanced
engagement, improved academic performance and enhance
knowledge of subject matter. However, the use of gamification
in cybersecurity awareness is still developing. The few in-
stance where of gamification was used to teach cybsersecurity
awareness, are in large universities and colleges with resources
that are often not available in smaller institutions. Our aim
in conducting this research is to examine how gamification
can be used to teach cybersecurity awareness in smaller
universities and colleges. To achieve this aim, we conducted an
empirical study in a small liberal college university in Northern
Pennsylvania.

Our results show that gamification is equally an effective
pedagogical approach for teaching cybersecurity awareness
in smaller institutions. Affordable, easy to use and available
gamification tools such as Kahoot are efficient in the delivery
key learning objectives in cybersecurity awareness. We also
found that game elements that give sense of achievement e.g.,
leader board and instant rewards, motivate and engage students
more than the others. On the other hand, students dislike
game elements like time that tend to put them under pressure.
Among the various aspects of gamification (e.g., knowledge
acquisition, winning, entertainment) that are attractive, stu-
dents appear to be more interested in knowledge acquisition
than other aspects.

While these findings may be useful to instructors, academic
programs and institutions that are already using or planning to
adopt gamification in cybersecurity course. It is important to
note various factors that may threaten the ability to generalize
these results. One of these is the sample size used in our
study. The number of students that participated in our study
(n=38) are relatively small. Secondly, the data collection is
based on students’ perception, which can affect the results,
since perceptions may vary depending on prevailing factors
such as previous knowledge and exposure to gamification and
cybersecurity awareness.



Our future plan is to design a robust experiment that may
address the limitations above. We plan to increase the sample
size used to ensure that our future study is more generalizable.
Secondly, we are interested in conducting a more rigorous
statistical analysis to determine the exact impact of each game
elements on student motivation, engagement, and academic
performance.
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