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Abstract—This research full paper presents a study on grad-
uates’ knowledge gaps in software testing according to industry
needs. Several studies indicate that students graduate from com-
puting programs with a knowledge gap in software testing. In this
sense, we aimed to investigate in details this broader testing gap,
by considering gaps in the level of testing topics. We conducted
a survey with Brazilian practitioners in order to collect data
(N=90). For each testing topic, knowledge gaps were calculated
as the difference between what respondents’ learned/practiced
in undergraduate courses and what they actually applied in
industry after graduating. Results provide evidence on points that
could be improved in software testing education. Firstly, for all
testing topics there was a negative gap on practice activities. This
means that students could benefit from more testing assignments
throughout the curriculum. Regarding gaps in concepts, some
testing topics presented negative gaps (such as test in web
applications) and others positive (such as test in aspect oriented
software and mutation analysis). Therefore, results suggest that
it is possible to counterbalance them in order to reduce the
existing gaps. We also present respondents’ opinions about their
experience in software testing education and industry practices.

I. INTRODUCTION

Teaching students effectively in any subject is a challenging
endeavor by itself. In particular, Software Engineering (SE)
present additional challenges that are inherent to the subject.
Students can face difficulties to learn about the software
development process, since it is an intricate set of activities,
performed by people who should communicate effectively
with each other, using different tools and techniques.

Besides, Software Engineering presents a landscape that
changes quickly, what makes practitioners have to constantly
cope with the emergence of new tools, techniques and meth-
ods. Given this scenario, it is specially difficult to give students
a realistic notion about what it takes to build software.

Lethbridge et al. pointed out a set of challenges that re-
searchers, curriculum designers and instructors should address
in order to improve SE education [9]. One challenge that
stands out is that SE education should have a closer relation
with industry practices.

Radermacher and Walia [13] pointed out several areas
in which graduates most frequently do not meet industry
needs, ranging from technical skills (such as programming)
to personal skills (such as written and oral communication).
Software testing was among the main areas presenting knowl-
edge deficiencies, according to their study.

In the same direction, results from a study conducted by
Carver and Kraft indicate that senior-level students are not
able to effectively and thoroughly test even simple programs
[2]. This is a cause for concern, since testing is not an
activity restricted only to quality assurance professionals, but
all software developers can be involved with some kind of
software testing.

Still according to Radermacher and Walia, previous studies
in the literature do not provide specific information about
which testing topics raise knowledge deficiencies [13]. There-
fore, there is a need to investigate in details what are the
knowledge gaps in the testing area.

Considering this scenario, in this paper we investigated
graduates’ knowledge gaps in software testing, looking specif-
ically into testing topics. These topics were taken from the
contents of a software testing textbook [3]. We conducted
a survey with practitioners asking them about which testing
topics were addressed in their undergraduate courses and
which they had to apply in industry.

We followed the same definition of knowledge gap given
by Lethbridge [8]: a difference between what is learned in
education and what is the topic importance. In our study,
topic importance is given by industry needs, i.e., by whether
a graduate had the need to apply it in industry.

We considered two kinds of knowledge gaps: in concepts
(theory) and in practice activities. We chose to address sep-
arately gaps in practice activities because software testing is
inherently a practical activity, similarly to programming. The
teaching of programming usually is filled with many program-
ming assignments to help students develop their programming
skills. It would be expected that students learn about software
testing through many testing assignments as well.

Results from our survey help to shed light on how to
deal with the broader knowledge gap in software testing
identified by Radermacher and Walia [13]. Moreover, it iden-
tifies “smaller” knowledge gaps, in the lower-level of testing
topics. This kind of information is very useful for instructors
and curriculum designers that intend to adjust and improve
software testing education in computing courses.

The remainder of this paper is organized as follows. In
Section II, we discuss similar studies about the comparison
between SE education and industry needs. We also discuss
similar surveys with practioners about testing practices. In
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Section III, we discuss the survey design. In Section IV we
point out some threats to validity raised by the choices in
survey design. Results are presented and discussed in Section
V. Finally, we draw conclusions and provide directions of
future work in Section VI.

II. RELATED WORK

There are several studies comparing what is covered by
computing education and what are software industry needs.
This kind of investigation is relevant because there is a high
demand for qualified software professionals. Attempting to
align computing education with industry practices is a good
way to address this demand.

Moreno et al. [10] conducted a comparison between curricu-
lar guidelines and job profiles. They identified the relationships
between recommended computing competences and relevant
skills to software professionals. Their results indicate that even
curriculum guidelines do not cover all the core knowledge
needed by professionals to perform their jobs in industry. This
means that, when implemented in specific colleges or uni-
versities, these curriculum guidelines would cause knowledge
deficiencies in graduates.

Similarly, Radermacher and Walia [13] conducted a system-
atic literature review looking for knowledge deficiencies re-
ported by previous studies. A knowledge deficiency is defined
by them as any knowledge or skill that industry expects an
entry-level practitioner to have and she/he lacks it. The same
definition applies for academia and graduate students. The
authors discussed these deficiencies in the level of Computer
Science areas, such as programming, design and testing. Our
study investigates in detail one of the areas mentioned by their
study: software testing.

In terms of method, Lethbridge [8] conducted a study which
is more similar to the one described in this paper. The author
conducted a survey with software professionals from several
countries to assess the importance of computing topics (data
structures, software design and patterns etc) to their career.
Testing, verification, and quality assurance was among the
topics considered more important to respondents. Also, it
was among the topics that are more learned in the job, as
opposed to learned in formal education. Kitchenham et al. [6]
performed a similar survey in the context of UK universities.

Additionally, there are several surveys about software test-
ing practices, but focusing only in industry. They vary in scope,
ranging from multiple aspects of testing practices [5, 11] to
a single type of test [4, 14] and target practitioners from
different nationalities, like Australia in [11] and Canada in [5].
In general, they were all aiming to get a snapshot of current
testing practices in industry.

Our survey explored testing practices adopted by practi-
tioners in industry, but we also explored the software testing
education delivered to them in undergraduate courses. The
idea is to investigate whether the topics addressed in software
testing education have been applied by the respondents in
their jobs. It was directed to Brazilian practitioners and the
questionnaire covered multiple aspects of software testing.

III. SURVEY DESIGN

We followed the guidelines of Kitchenham and Pfleeger to
design and execute our survey [7]. The goal was to investigate
the following research question:

What are the knowledge gaps in testing topics faced
by graduates with respect to industry needs?

In order to answer it, we needed data from two different
contexts: software testing education and testing practices in
industry. Therefore, our strategy was to collect data about
these two contexts from practitioners that are graduates from
computing undergraduate programs.

We recruited respondents by sending emails with a link to a
web-based questionnaire. We took advantage of mailing lists
for graduates from several Brazilian universities and also the
Brazilian Computer Society mailing list.

The questionnaire was composed by two sections (see the
appendix). In the first section we were seeking to find out
about respondents’ educational and professional background.
Regarding education, we collected respondents’ major and
asked which computing courses they took that addressed
software testing. About the professional profile, we collected
their current position in the company, years of experience
in software development and the programming languages
generally used in their projects.

The second section had the purpose to evaluate the knowl-
edge gaps in software testing. To this end, we collected
data about respondents’ undergraduate education and industry
practice in testing. Then, we compared their responses for
these two contexts to obtain the gaps. Still, we considered two
kinds of knowledge gaps: in concepts (gapC) and in practice
activities (gapP ). Therefore, questions from the second section
presented software testing topics to respondents and asked
them to check the following options for each one:

• Industry: if they have applied the testing topic in their
job.

• Concepts in education (EducationC): if during their major
they have learned about the theory of the testing topic.

• Practice activities in education (EducationP ): if during
their major they have completed hands-on activities (such
as programming/testing assignments) that gave them the
opportunity to put the testing topic into practice.

We took the topics from the textbook on software testing of
Delamaro et al. [3], which provides a set of testing topics
that are usually addressed in computing courses. We also
considered the questionnaire used in Garousi and Zhi’s survey
[5], which helped to organize the topics by characteristics of
the testing activity (types of systems under test, testing levels,
test types, testing approach in the development process and
test case generation techniques).

In particular, we included a question asking respondents to
mention which testing tools/frameworks they have used in their
company. Additionally, at the end of the questionnaire, there
was an optional question where respondents could add com-
ments about their experience with software testing education
and testing practices in industry.



Regarding how we calculated the knowledge gap for each
testing topic, firstly we assigned values for the options In-
dustry, EducationC and EducationP . When a respondent had
checked the option, the assigned value was one, and zero
otherwise. In this way, following the same definition of
knowledge gap from Lethbridge et al. [8], we were able to
define equations to calculate the knowledge gaps for concepts
and practice activities in education, respectively:

gapC = EducationC - Industry
gapP = EducationP - Industry

By applying these equations, we got both kinds of knowl-
edge gaps (in concepts and practice activities) for each respon-
dent in each testing topic. Considering the results individually
like this, the possible resulting values are the following:

• gap = 0, when there is no knowledge gap. Either the
testing topic was addressed in education and used in
industry, or it was not addressed nor used.

• gap = -1, when there is a knowledge gap, which is a
knowledge deficiency that a graduate faced while doing
her/his job. She/he had to apply the testing topic at
industry, but has not learned (or practiced) it during the
major.

• gap = 1, when there is also a knowledge gap, but it can
be considered as a “knowledge abundance”, since it was
addressed in education, but it was not applied in industry
by the graduate.

Under the same reasoning, the overall knowledge gap for a
given testing topic t was calculated by the average of gaps in
that topic for all respondents:

gapt =

∑N
s=1 gaptsi

N

where gaptsi is the knowledge gap in topic t for the respon-
dent si and N is the total number of respondents (90). Then,
by applying this equation, we got the values of the average
knowledge gaps within the interval −1 < gapt < 1.

IV. THREATS TO VALIDITY

The choices for survey design and conduction involve
threats to validity, as it happens with any empirical study.
The first one concerns generalization of results. Our sample
of respondents are from Brazilian practitioners and results are
limited to represent the educational and industry context from
Brazil. Therefore, knowledge gaps calculated in our study are
also limited to this context. Nevertheless, it can be a good
indicative of points to be adjusted in testing education when
seeking to meet industry needs.

Other threat concerns the accuracy of responses. Respon-
dents had to remember about the studied/applied testing topics
to answer the questionnaire. They had to inform about events
that could have happened many years before. In this sense,
knowledge gaps can be influenced by compromised memory,
since they may have forgotten about details from undergradu-
ate courses.

Also, the nature of the Software Engineering area itself
can have an influence on results, since it presents a quickly
changing landscape. In this way, a knowledge gap could
simply indicate an outdated technology. This situation can
apply specially for recent graduates.

Lastly, we considered knowledge gaps from the industry
viewpoint. However, meeting industry expectations is not the
only purpose of computing education, which should provide a
good theoretical foundation that will always be used indirectly
by graduates to learn about new technologies. Furthermore,
computing education should develop other kinds of students’
abilities besides the technical ones, such as communication,
teamwork and ethics [13].

V. RESULTS

In this section we present the survey results. We received
90 responses from graduates in total.

A. Educational profile

Aiming to get an overview of the educational context from
where we are assessing the knowledge gaps, respondents
were asked to provide their academic major (see Figure 1).
Computer Science is the major from over half (63.33%) of the
respondents, followed by Information Systems (16.67%) and
Computer Engineering (8.89%). Some respondents (11.11%)
mentioned other majors, such as Data Processing, Electrical
Engineering, and Software Analysis and Development.

Computer Science
63.33% (57)

Information Systems
16.67% (15)

Computer Engineering
8.89% (8)

Other
11.11% (10)

Fig. 1. Respondents’ major

Next, in order to understand specifically the context of
software testing education, they were asked to inform which
courses they took that addressed software testing (see Figure
2). Different computing courses can address this subject, so
this was a question allowing multiple answers.

One interesting way to analyze these results is by noticing
how much of software testing is addressed in entry-level and
upper-level courses. Only 20% (18) of the respondents learned
about software testing early in the curriculum, during intro-
ductory programming courses. In contrast, 82% (74) learned
about testing in the Software Engineering course. Moreover,
for 50% (45) of the respondents it was the only course that
addressed software testing.
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Fig. 2. Courses that addressed Software Testing in respondents major

Fewer respondents (17% – 15) took a course dedicated to
this subject or other elective courses (3% – 3). Some of them
(13% – 12) took short courses not included in the curriculum
that addressed testing. For 6% (5) of the respondents this
subject was not even addressed during the major.

B. Professional profile

Figure 3 shows respondents’ current positions. Many of
them are software developers (40 respondents). A smaller
group work specifically with software quality assurance (QA),
as testers (15) or as QA analyst/lead (14). Some of the
respondents work in other roles, such as project manager (9),
product owner (8) and scrum master (2).
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Other

Project Manager

Product Owner

Scrum Master

QA Analyst/Lead

Tester

Developer

# of respondents

Fig. 3. Respondents’ current position in industry

The distribution of work experience in years is given in
Figure 4. Most of them (82% – 72) had up to ten years of
work experience. The average was 7.32 years, with a standard
deviation of 5.91 years and a median of 7 years. There was
a significant variability in respondents’ experience and this
can contribute positively to the study, since professionals in
different moments of their career can bring complementary
contributions to the results.

We also collected the programming languages used in the
projects that respondents are involved, which are showed in
Figure 5. Most respondents (71% – 64) mentioned working
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Fig. 4. Respondents’ years of experience in industry

with Java, followed by other languages like JavaScript, Python
and C++. The choice of programming language is important
to the software testing activity, since each one has different
kinds of existing supporting tools.
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Fig. 5. Programming languages used in respondents’ projects

C. Knowledge gaps on software testing

Table I presents the knowledge gaps for testing topics,
considering the average among all respondents. Similarly to
individual gaps, when the value is negative, it means there
is a knowledge deficiency in that topic, either in terms of
concepts (gapC) or practice activities (gapP ). When the value
is positive (highlighted in bold), it means there is a knowledge
abundance in that topic.

It is possible to note that all gaps related to practice activities
(gapP ) are negative, indicating that there is a lack of practice
in software testing education. The values of knowledge gaps
in concepts (gapC) allow to assess if the coverage of testing
topics is adequate. A negative value suggests that the corre-
sponding testing topic is being underemphasized. Similarly, a
positive value indicates an overemphasized testing topic.

Most testing topics present knowledge deficiencies (negative
gaps/values). But focusing on the higher absolute values, we
highlight a significant knowledge deficiency in the topic of
Web applications (for both concepts and practice), for practice



TABLE I
KNOWLEDGE GAPS ON SOFTWARE TESTING

Testing topic gapC gapP

Types of systems under test
Web applications -0.53 -0.67
Mobile applications -0.36 -0.46
Object oriented software -0.16 -0.50
Aspect oriented software 0.07 -0.08
Concurrent programs -0.02 -0.20
Testing levels
Unit testing -0.18 -0.56
Integration testing -0.44 -0.82
System testing -0.40 -0.71
Regression testing -0.40 -0.66
Test types
Functionality testing -0.37 -0.69
Performance testing -0.48 -0.69
GUI testing -0.30 -0.51
Usability testing -0.09 -0.36
Security testing -0.16 -0.41
User acceptance testing -0.24 -0.51
Testing approach in the development process
Test-driven (first) development (TDD) -0.19 -0.42
Test-last development -0.26 -0.44
Test case generation techniques
Client requirements/user stories -0.27 -0.58
Category partitioning -0.07 -0.32
Boundary value analysis -0.13 -0.37
Cause-effect graph 0.17 -0.13
Finite state machine 0.29 -0.02
Control flow graph 0.19 -0.04
Data flow analysis 0.18 -0.18
Mutation analysis 0.20 -0.06

in all testing levels (unit, integration, system and regression
testing) and practice of using client requirements/user stories
as a test case generation technique.

On the other hand, knowledge abundance occurs only for
concepts in the following testing topics: test of aspect oriented
software and most test case generation techniques (cause-
effect graph, finite state machine, control flow graph, data
flow analysis and mutation analysis). Therefore, the results
suggest that these particular topics have not been used much
in practice, at least in the respondents’ companies.

Additionally, the positive knowledge gaps in test techniques
may be due to the fact that some of them work better with a
mature set of requirements, which is often not true in software
development. In the same direction, it is possible to note a
higher demand for functional testing (category partitioning
and boundary value analysis) and writing test cases from
requirements/user stories.

It is interesting to point out that many respondents indicated

behavior-driven development (BDD) as an approach to under-
take testing during the development process [12]. We do not
have the knowledge gap for this particular testing topic, since
it was not included in the textbook contents.

Even so, it is probably a topic that should be more addressed
in software testing education, specially considering its relation
with other topics that presented significant negative gaps
(functionality testing and the use of client requirements/user
stories to generate test cases). Many BDD-related tools were
also mentioned by respondents (Section V-D).

D. Supporting tools

Since there was a high number of different tools (83 in
total), results are given in Figure 6 sorted by categories. There
was a prominence of Web application testing tools (such
as Selenium and JMeter) and XUnit frameworks (such as
JUnit and unittest), mentioned by, respectively, 47.8% (43)
and 42.2% (38) of respondents.

0% 10% 20% 30% 40% 50%

Web application testing tools

Mobile application testing tools

XUnit frameworks

Mocking libraries

Behavior-driven development tools

Project management tools

Other tools and frameworks

Fig. 6. Tools used in respondents’ projects

E. Respondents’ experiences

The last survey question took free-text answers about re-
spondents’ experiences with testing practices in industry and
the software testing education delivered to them during the
major. There was a response rate of 27% (24) in this question.
We identified four main points in their responses:

1) Lack of testing practice activities in computing
courses. Many practitioners reported learning in un-
dergraduate courses about the importance of why we
should test software and the basics of testing concepts.
They recognized that a sound knowledge in testing
fundamentals indeed help in becoming a good tester.
However, they complained about software testing educa-
tion being too much theoretical, with a lack of practical
scenarios to show students how the concepts should be
applied and how software testing would have an impact
in the medium and long term.
As a result, students graduate with little actual testing
skills, or depending on how the curriculum is designed,
none whatsoever. Some responses are given next, in a
free translation to English:



“During my major, the subject of software testing was
not addressed in a detailed way. It was restricted to only
high-level concepts in the software engineering course.
Almost all the learning I had about testing took place
in industry”
“I faced difficulties in adapting myself to industry needs,
since it usually required experience with BDD or TDD,
but I had never done any testing in practice”
“When I started working as a QA analyst, I remember
I had the feeling: ‘I never saw any of this during my
major, except learning the existence of these types of
tests’ ”
“It would be very useful if students were encouraged to
submit their assignments with tests, at least in upper-
level courses”

2) Distance between software testing education and
real-world practices. Some respondents reported a good
coverage of testing concepts in the major and some did
not. This variation may be due to differences on how
computing curricula are designed in different universi-
ties. But, similarly to what was advocated by Lethbridge
et al. [9], there was an agreement that testing education
is distant from real-world practices:
“Unfortunately the testing activities explored in
academia still are distant to most of what is applicable
in industry”
“Undergraduate courses gave me a good notion of
industry practices, but they evolved quickly”
“I seldom applied in my job what I learned from my
major, because it is distant of industry reality in general”
“The concepts I learned during my major were good,
but I think there was a lack of applying them in real
situations.”

3) Software testing culture in industry. It is interesting
to notice the variation in the software testing culture
from each company. While some respondents reported
learning about testing in industry, thereby implying a
good testing culture in their company, some of them
explicitly tell about a poor testing culture:
“Many companies and development teams do not value
at all the testing activity. Only technically strong teams
seem to encourage it.”
“In my experience, software testing was more present
in the major than in the company where I work, which
only cares about system testing.”

4) Factors that lead to design ineffective test suites.
Respondents pointed out how other development phases,
such as analysis and design, are crucial to software
testing. Additionally, they mentioned the importance to
develop a tester mindset, which is only possible through
practice:
“Testing requires a lot of practice in order to be really
effective and not highly coupled with the application
design. There is also a high deficiency in relation to
software design, which should ease the testing in the
first place”

“Requirements analysis is critical to create effective test
cases and this depends on the experience of the test
analyst. Test techniques help, but without a mature set
of requirements, even with a good application of testing
techniques and criteria, the constructed tests will be
poor”
“I took a course that addressed well unit testing. But re-
garding functional testing and what concerns developing
a tester mindset, it was a very superficial approach.”

VI. CONCLUSIONS AND FUTURE WORK

In this paper we presented an investigation about gradu-
ates’ knowledge gaps in software testing, considering industry
needs. We conducted a survey with software professionals,
collecting data about the testing education delivered to them
and about testing practices they have applied in industry.

We considered knowledge gaps in two aspects: in concepts
and in practice activities. This distinction allowed us to assess
knowledge gaps in terms of how the teaching of theory and
practice in software testing has been addressed in computing
undergraduate programs. Additionally, the knowledge gaps
were represented by values that range from -1 to 1. This raises
two kinds of knowledge gaps: knowledge deficiency (negative
gap) and knowledge abundance (positive gap). They can
indicate, respectively, when topics are being underemphasized
and overemphasized.

Ideally, all gaps should be close to zero in order to reflect a
good software testing education according to industry needs.
However, there are clear limitations about time and resources
that do not allow to address every topic of a given subject
in depth. Even so, considering that results show positive and
negative gaps, there is room to counterbalance them.

In general, results indicated a deficiency for all testing topics
in practice activities. In particular, there were also negative
gaps in topics such as test of web applications, functionality
testing and test case generation from client requirements/user
stories. On the other hand, there were some positive gaps on
topics like test on aspect oriented software and some test case
generation techniques (cause-effect graph, finite state machine,
control flow graph, data flow analysis and mutation analysis).
Therefore, these topics could be considered in order to make
adjustments in software testing education, when seeking to
reduce graduates’ knowledge gaps.

We also collected comments on respondents’ experience
with software testing education and industry testing practices.
In summary, from the educational point of view, they reported
a lack of testing practice activities in computing courses (as
results about knowledge gaps have also suggested) and a
distance of testing education from real-world practices. This
distance was also reported in the broader context of Software
Engineering by Lethbridge et al. [9].

From the industry point of view, they reported about testing
culture in the companies, which not always encourage practi-
tioners to test software, and they pointed out some factors
that can lead to ineffective test suites, such as changing
requirements, bad software design and the lack of a tester



mindset. Therefore, these factors should also be considered
when trying to improve software testing education.

As short-term future work, we intend to investigate how
introductory programming courses can help to reduce the
identified knowledge gaps. Introductory courses provide an ad-
equate context to encourage the use of testing practices, since
students are constantly working on programming assignments
[1, 15]. The idea is to deal with negative knowledge gaps in
practice activities, which were present for all testing topics.
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APPENDIX

Survey questionnaire

1) What is your current position in the company?

2) How many years of work experience do you have in
software development?

3) What is your university degree in?

� computer science
� computer engineering
� information systems
� software engineering
� other:

4) What computing courses addressed software testing in
your major?

� introductory programming courses
� software engineering course
� software testing course
� extracurricular short course
� other:

5) Which programming languages are generally used in
your projects?

� Java
� C
� C++
� Python
� C#
� PHP
� JavaScript
� Ruby
� Perl
� Swift
� other:



The remainder of the questionnaire addresses elements
that characterize the testing activity. In questions 6 to 10,
for each element, please analyze the testing approaches
listed in each line and check the following columns:

• Applied in industry, if you have applied the testing
approach in your job.

• Concept addressed in major, if you have learned
about the theory of this testing approach during your
major.

• Practice activities in major, if you have completed
hands-on activities (such as programming/testing
assignments) that gave you the opportunity to put
the testing approach into practice.

6) Types of systems under test

Applied in Concepts addressed Practice activities
industry in major in major

Web applications � � �
Mobile applications � � �
Object oriented software � � �
Aspect oriented software � � �
Concurrent programs � � �

Other types of systems under test:

7) Testing levels

Applied in Concepts addressed Practice activities
industry in major in major

Unit testing � � �
Integration testing � � �
System testing � � �
Regression testing � � �

Other testing levels:

8) Test types

Applied in Concepts addressed Practice activities
industry in major in major

Functionality testing � � �
Performance testing � � �
GUI testing � � �
Usability testing � � �
Security testing � � �
User acceptance testing � � �

Other test types:

9) Testing approach in the development process

Applied in Concepts addressed Practice activities
industry in major in major

Test-driven (first)
development (TDD) � � �
Test-last
development � � �

Other testing approaches:

10) Test case generation techniques

Applied in Concepts addressed Practice activities
industry in major in major

Client requirements/
user stories � � �
Category partitioning � � �
Boundary value analysis � � �
Cause-effect graph � � �
Finite state machine � � �
Control flow graph � � �
Data flow analysis � � �
Mutation analysis � � �

Other test techniques:

11) Which testing tools/frameworks do you use in your
company?

12) If you wish, please comment other aspects about your
experience with learning software testing in your major
and industry testing practices.




