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Abstract — This research-to-practice work-in-progress
addresses a new approach to cybersecurity education. The cyber
security skills shortage is reaching prevalent proportions. The
consensus in the STEM community is that the problem begins at
k-12 schools with too few students interested in STEM subjects.
One way to ensure a larger pipeline in cybersecurity is to train
more high school teachers to not only teach cybersecurity in their
schools or integrate cybersecurity concepts in their classrooms
but also to promote IT security as an attractive career path. The
proposed research will result in developing a unique and novel
curriculum and scalable program in the area of cybersecurity
and a set of powerful tools for a fun learning experience in
cybersecurity education. In this project, we are focusing on the
potential to advance research agendas in cybersecurity and train
the future generation with cybersecurity skills and answer
fundamental research questions that still exist in the blended
learning methodologies for cybersecurity education and
assessment. Leadership and entrepreneurship skills are also
added to the mix to prepare students for real-world problems.
Delivery methods, timing, format, pacing and outcomes
alignment will all be assessed to provide a baseline for future
research and additional synergy and integration with existing
cybersecurity programs to expand or leverage for new
cybersecurity and STEM educational research. This is a new
model for cybersecurity education, leadership, and
entrepreneurship and there is a possibility of a significant leap
towards a more advanced cybersecurity educational methodology
using this model. The project will also provide a prototype for
innovation coupled with character-building and ethical
leadership.

Keywords—Cybersecurity Education, Research, QOutreach, K-
12, Entrepreneurship, Leadership.

I. INTRODUCTION

Cybersecurity has originated from computer
science (CS), but has emerged into a major concern
in many other fields. Cybersecurity education and
skills training is an unavoidable endeavor for all
federal, state, and private organizations. In lieu of
recent international cyber attacks, this effort has
amounted to billions of dollars in financial damages
and millions of human hours. The authors believe
that such training should start in K-12, most likely
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incorporated in Advanced Placement (AP) CS
courses. With this effort we will be able to build a
diverse pipeline of students who would be
interested in CS, cybersecurity, and other
technology related fields. However, high schools
are experiencing shortage of qualified teachers who
can teach CS and cybersecurity. But also, we
believe that cybersecurity concepts should be
integrated in any curriculum. Therefore, all high
school teachers must be aware of security issues
and be equipped with resources to teach those
concepts. To remedy this problem, our goal is two-
fold: 1) to train teachers from all disciplines to teach
cybersecurity concepts and 2) to revamp AP CS
courses with an emphasis on cybersecurity.

Therefor, the goal of this project is to develop
and validate a Cybersecurity curriculum as a model
to help high school students develop an interest in
cybersecurity, which is one of the fastest-growing
careers. According to Cisco, there are more than 1
million jobs in the field of security that are unfilled
[1]. To address this issue, federal, state, and private
organizations are working together to raise
awareness and increase the cybersecurity talent by
providing training, workshops, and certifications.
Many universities now offer cybersecurity
undergraduate and graduate degrees, concentrations
or certifications. Government agencies are also
providing resources to colleges and universities in
an effort to build a larger cybersecurity workforce.
Florida Center for Cybersecurity (EC?), at
University of South Florida (USF), is a good
example of this emerging approach, with an annual
budget of $5 million.

The authors have already started building CS
and cybersecurity foundation in Florida K12 school
systems by exposing teachers to basic CS concepts



as the first step. The next step would be to continue
with the instructions to introduce cybersecurity
activities that can be used as stand alone or as part
of the AP CS curriculum, depending on the teacher
population. Cybersecurity is an interdisciplinary
area. So, naturally, cross-disciplinary skills, such as
the ability to find business solutions to social
problems, are necessary to build an effective,
efficient, and diverse workforce.

By training more high-quality teachers, the
project will directly drive results for students. Our
approach will not only improve teachers’ and
students’ technological skills but also provide the
means for engaging students with key local and
societal crises to become global problem solvers.
Through collaboration among multiple partners, this
project will initiate an effort in the CS and
cybersecurity education in high schools with the
goal of developing aptitude and practical ability in
young people to provide business solutions to social
and global security problems.

II. UNIQUE NATURE OF CYBER SECURITY

Report from the Bureau of Labor and Statistics
[2] shows that the demand for occupations in
information security is growing at a rate of 28% by
2026, which is faster than average [2].

As the population of underrepresented
minorities and females are not well represented in
the cybersecurity professional realm. For example,
data from Bureau of Labor Statistics [24] gives a
clear picture of such underrepresentation in
Information Security Analyst, as shown in Fig. 1.
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Fig 1. Labor force Statistics
Therefore, leveraging an emerging

underrepresented minority and female group of high
school students is an ideal strategy to consider. This
will have the added benefit of utilizing a population
that would add substantially to the number and
diversity of professionals in the field. Therefore, it
is the goal of this project to provide training to
teachers who represent schools with the most

diverse population of students.

One of the shortcomings in K-12 education is
that students are taught to wuse various
technologies, but they are not introduced to the
threats they face while using them. Cybersecurity
awareness, education and training as defined by
National Institute of Standards and technology
(NIST) [18] are all important components of our
model. NIST [18] defines “awareness” as teaching
students about security concerns and threads and
teaching them to respond accordingly, “training”
as teaching necessary security skills to tackle
security issues, and “education” as combining all
the skills to gain an understanding of the concepts
and accumulate knowledge to respond to security
issues. Simply put, education is anticipated to
provide long-lasting foundational skills, while
training provides specific skills as needed. Since
both education and training are needed to fulfill
the role described by our definition, this project
provides activities applied to awareness, education
and training.

As mentioned before, some of these issues
stem from the lack of cybersecurity understanding
of the teachers. Therefore, by training more high-
quality teachers, the project will directly drive
results for students.

While there are many proven strategies to
increase participation and retention in CS, little has
been done in the field of Cybersecurity [15]. There
are some differences between the fields of
cybersecurity, CS, and engineering education. In
order to develop recruitment strategies, it is
important to identify these differences because the
many of the existing strategies in computer
engineering (CE) and CS may not be applied to the
Cybersecurity field [15]. Cybersecurity is a multi-
disciplinary field which borrows information from
CS, CE, Mathematics, Social Science, Business,
and other disciplines [4]. However, it is an essential
part of CS and should be integrated in CS
curriculums to attract more students into the field.

II. SIGNIFICANCE

The cyber security skills shortage is reaching
prevalent proportions. The consensus in the STEM
community is that the problem begins at k-12
schools with too few students studying STEM



subjects. One way to ensure a broader pipeline in
cybersecurity is to train more high school teachers
to not only teach cybersecurity in their schools or
integrate cybersecurity concepts in their classrooms
but also to promote IT security as an attractive
career path. The proposed research will result in
developing a unique and novel curriculum and
scalable  program  (leveraging cybersecurity
certificate programs) in the area of cybersecurity
and a set of compelling tools for a fun learning
experience in cybersecurity education, leadership,
and entrepreneurship. In this project, we are
focusing on the potential to advance research
agendas in cybersecurity and train the next
generation of cybersecurity researchers and answer
fundamental research questions that still exist in the
blended learning methodologies for cybersecurity
education and assessment.

The modules will be designed in format that
they can be used as part of AP CS course or as
standalone lesson plans that can be infused into
social science, business, humanities, political
science, psychology or any other courses where the
topics fit. Students will also be supported by a
virtual community of practice (COP) to provide a
way for teachers, parents, students and other
stakeholders to stay connected. The authors have
already created a COP for Florida teachers to keep
the connected with each other and the expert AP CS
teachers in the area.

Leadership and entrepreneurship skills are also
added to the mix to prepare participants for real-
world problems. Delivery methods, timing, format,
pacing and outcomes alignment will all be assessed
to provide a baseline for future funded research and
additional synergy and integration with existing,
funded cybersecurity programs to expand or
leverage for new cybersecurity and STEM
educational research [5-7]. This is a new model for
cybersecurity education, leadership, and
entrepreneurship [8-10] and there is a possibility of
a significant leap towards a more advanced
cybersecurity educational methodology using this
model. The model includes strategies for increasing
cybersecurity pipeline by training teacher, parent
and the community leaders alongside the students.
Also, other stakeholders and industry experts have
to be engaged in this effort as shown in Fig. 2.

/ ™~
'/ Communi T \
4 Teacher \
of Practice,
: Development
Mentoring
| L | cmdome |
\
% Parent g
E T Engaged -4
raning =
’/3 Stakeholders
% A
O"‘a:,y &
39, e
(2 . /,.

Fig 2. Increasing Cybersecurity Pipeline

K-12 cybersecurity education, research, and
outreach is a much-needed area of information
technology to keep up with future needs of science
and engineering. The proposed research will further
the researcher's scholarly achievements in a number
of ways. The research topic is a unique idea in the
field of cybersecurity. As such, attempting the
research has the practical benefit of enabling the
researcher to expand and disseminate the idea,
improve teaching by presenting cutting-edge
research and project ideas, find collaborators from
across the world to advance the research, and plan
future studies and funding sources.

IV. RELATED WORK

Due to the new nature of cybersecurity, there is
not much research on cybersecurity education at k-
12 level. Much of the research is in the areas of
computer science and technology education.
Therefore, there is need for more research in this
area at the k-12 level.

The subject of gamification [19] [21] [22] seems
to be getting much attention in the cybersecurity
training and education. Researchers at Purdue
University Northwest [19] used a game-based
approach to teach cyber security to 154 high school
students. The topics included “social engineering
and information security concept, secure online
behaviors and cybersecurity first principles [19]”.
The results indicated that the male participants
enjoyed the activities more than female participants
[19].

At undergraduate level, researchers have also
attempted to infuse criminal justice and political



science concepts into cyber security courses to give
a deeper understanding of cyber threats [20].

Payne and Abegaz [23] report “a modified
scrum framework (GenCyberScrum) for the NSA-
NSF GenCyber program introducing high school
students to ten cybersecurity first principles”.
Students  developed  physical and  virtual
representations of all ten cybersecurity first
principles through “3D printing, 3D animations in
Alice, Sketches/Gestures, Fuzzy Stick Models, and
Sphero robotic light drawings [23]”.

V. THEORETICAL FOUNDATION

Cybersecurity training requires teams of experts
from various disciplines with different knowledge,
expertise, and perspectives, which will include
computer scientists, forensic scientists, and business
and social entrepreneurs. In order for the new
generation to be cyber aware, they must have a
good foundation in cyber threads and risks.
Therefore, due to multidisciplinary nature of
cybersecurity, we are proposing an integrated
curriculum based on Leonard’s Integrative Learning
Theory [16]. According to Adria Steinberg [17],
creating a successful project-based
multidisciplinary integrated curriculum includes six
basic principles [17]:

1. Academic and technical rigor
Authenticity
Applied learning
Active exploration
Adult connections
. Assessment practices

We are hoping that this integrative curriculum
and associated lesson plans and units can help high
school teachers to reinforce cybersecurity concepts
in their classrooms.
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VI. PARTICIPANTS AND METHODS

The primary goal of this pilot project is to
establish a Cybersecurity Pipeline in the Sarasota-
Manatee school districts to increase the supply of
qualified high school teachers to help raise interest
in high school students to pursue cybersecurity as
one of the STEM-related careers. The project will
target 10 high school teachers in several Florida
School Districts (FSD), Manatee and Sarasota, and
will provide them with experiences with emerging

technologies in cybersecurity. K-12 teachers play an
instrumental role in preparing the STEM pipeline.
The project intends to expose the teachers to deeper
learning for engagement that seeks to harness
technology, through stimulating inner creativity and
critical thinking in cybersecurity. All participants
will receive a minimum of 40 hours of hands-on
summer training. Participants will be trained to
integrate cybersecurity technology into their
curriculum, serve as advisors to students, and aid in
developing strategies for fun-learning activities (e.g.
Maker-Space, Hackathon, and Shark Tank). They
will also learn strategies to encourage students to
imagine business-based solutions to social problems
using technology. As a result, students will enhance
tech skills, discover new career directions, and build
their online brand. Their network will be enriched
by partnerships with industry and tech leaders. The
ultimate goals are to expose high school teachers
(and as a result, students) to careers in cybersecurity
field, establish tech innovator model for
entrepreneurial thinking, deliver an online resource
to disseminate curriculum, and promote an enriched
ecosystem model for cybersecurity learning in high
schools.

VII. PROJECT STATUS AND TRAJECTORY

The authors have experience and expertise in
recruitment, retention, education, training, and
outreach to underrepresented minorities and
females. The authors have a long list of publications
and federal and private funded projects pertaining to
the same. These speak to authors’ experiences with
teacher training [11], minority recruitment and
retention [12], teaching strategies [13], and STEM
education and training [14]. The authors have
already established a strong tie with Florida School
Districts and area teachers through other projects.
They are in the process of developing summer
course plan and curriculum based on the proposed
plan and testing the validity of the approach. In a
parallel and separate research project, they will
develop tools to generate assessment rubrics for
measuring the effectiveness of the project. The first
project will take place during July 2018, followed
by the second project that will continue until
November 2018.
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