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Abstract—This research presents that teaching software
engineering can be a demanding challenge for instructors,
considering that the software industry grows rapidly and there
are new development technologies being released constantly.
Some of the methodologies being used in industry with time are
converted in “best practices”. This systematic literature review
(SLR) focuses on finding what are the software engineering
best practices being taught to students in academia. It is
expected to show with this SLR what are the best practices
being taught and how, so other instructors and the teaching
staff can evaluate what to choose and level up their courses
to the extent of what is being used and is already tested.
To perform this SLR, a well-known protocol was used with
the search string: ‘“software engineering education” and “best
practices” (variations and synonyms of the words were also
used), the search was performed in six well-known databases.
It is surprising that the amount of primary studies found
in this SLR was not what was expected, seventeen primary
studies were identified. These studies mentioned a total of
seventy best practices that are being used in academia to teach
software engineering, some of them are mentioned in more
than one paper. But the granularity of the primary studies was
quite different some of the best practices are really software
engineering best practices and others are instructional best
practices. It was also evaluated how the use of these practices
was validated and reported, and the results are very diverse,
some of them did not have a validation, others have qualitative
data, and a few qualitative and quantitative data.

I. INTRODUCTION

Software engineering education is concerned with finding
good ways to teach students how to analyze problems,
evaluate alternatives and apply the technical skills they have
learned (related to computer science and its application
domain) to be able to develop high-quality software solutions
for their clients.

To do that, a lot has been said about the use and teaching
of software engineering “best practices”. Frezza states that
[7] “new software engineering’s entering the workforce are
often at the top of the technology transfer cycle: not only
do they need to be able to learn best practices before they
join the workforce, they also need to be able to champion
transferring these practices into their organizations.” But,
what are software engineering “best practices”? Where can
they be found? Surendran [29] considers the Software Engi-
neering Body of Knowledge (SWEBOK) [1] as a reference
of good practices. But, as stated by Hilburn et al. [12],
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“with the increasing demand for software engineers and
other computing professionals, many of these issues are
obscured and it is difficult for many computing educators
to understand and appreciate the importance of software
engineering education”. Also, the ACM-IEEE Software En-
gineering Curriculum Guidelines [16] can be considered a
source of good practices, but not all the universities are
involved in a context that allows for the implementation
of these guidelines: some universities have to teach all the
sub-disciplines of computing (Computer Science, Computer
Engineering, Information Systems, Information Technology,
and Software Engineering) as part of just one curriculum.

As stated by Bailey et al. [2], “as the software industry
matures, new development methodologies are invented and
some of these methodologies transition into best practices.
Our role as university education is to teach these best prac-
tices”. It is wanted from students to understand, appreciate
and continue using these methodologies after they finish their
studies, so academia can have a relevant impact on software
engineering in general.

Thompson and Fox [30] found in their investigation of
leading edge practices in Software Engineering, a lack of
guidelines on how to approach and execute a software
project, and that there was no clear indication of the best
practices being used in industry. Therefore, the concern about
what are the best practices remains an open question.

The main goal of this work is to clarify what software
engineering best practices are being taught and how they are
being taught. To do so, a systematic literature review (SLR)
was conducted on software engineering “best practices” be-
ing taught in academia. A set of four research questions were
proposed with the aim of clarifying where “best practices”
stand at the moment.

The rest of the paper is organized as follows. In Sec-
tion II the ACM - IEEE Curriculum Guidelines for Software
Engineering was briefly described, Section III presents the
research questions. Section IV describes the search strings
as well as the search strategy followed. In Section V the
selection criteria is enumerated. Section VI presents the
results and Section VII discusses the threats to the validity.
The final Section VIII presents the conclusions.

II. ACM - IEEE - CURRICULUM GUIDELINES

The main idea of the ACM - IEEE Software Engineering
Curriculum Guideline is to provide guidance on what should
be taught in an undergraduate software engineering program.
The guidelines are hierarchically divided into three levels:
knowledge area (a particular sub-discipline of SE), units



TABLE I
ACM-IEEE SOFTWARE ENGINEERING CURRICULUM GUIDELINES
CONSIDERED

Knowledge Area
Professional
Practice

Units of Knowledge

Group Dynamics and Psychology,
Communication Skills, Profession-
alism

Requirements Fundamentals, Elic-
iting Requirements, Requirements
Specification and Documentation,
Requirements Validation

Design Concepts, Design Strate-
gies, Architectural Design, Human
Computer Interaction Design, De-
tailed Design, Design Evaluation
Verification and Validation Foun-
dations, Review and Static Analy-
sis, Testing, Problem Analysis and
Reporting

Process Concepts, Process Imple-
mentation, Project Planning and
Tracking, Software Configuration
Management, Evolution Process
and Activities

Software Quality Concepts and
Culture, Process Assurance, Prod-
uct Assurance

Security Fundamentals, Computer
and Network Security, Developing
Secure Software

Requirements Anal-
ysis and Specifica-
tion

Software Design

Verification and
Validation

Software Process

Software Quality

Security

(individual thematic modules) and topics. So, a body of
core knowledge was defined, and described by LeBlanc et
al. as [16] “the essential material that professionals teach-
ing software engineering agree is necessary for anyone to
obtain an undergraduate degree in this field”. With that
being said , in this work the SE Curriculum Guidelines
were considered as the basis of comparison of software
engineering “best practices” being taught. The guidelines
contain 10 knowledge areas (KA); and 7 of them contain
“best practices” that should be considered in a software
project (Professional Practices, Requirements Analysis and
Specification, Software Design, Verification and Validation,
Software Process and Software Quality). Within these 7
knowledge areas there are 34 units of knowledge in total,
and these units of knowledge were considered to be a set
of “best practices”. The knowledge areas and the units are
listed in Table I.

III. RESEARCH QUESTIONS

The main goal of this literature review is to find which
software engineering best practices are being taught to stu-
dents. However, this goal is too broad, so it was subdivided,
in order to focus on specific aspects of the evaluation.

To define the research questions the Population, Interven-
tion, Comparison, Outcome and Context (PICOC) structure
was followed [26]. A comparison among the findings was
not considered since this is not the goal. So, the focus will
be on the following set of research questions about software
engineering best practices being taught.

TABLE I
RESEARCH TYPES

Category
Experience Report

Description

Authors personal experience de-
scribing what and how something
was done. This usually includes a
lesson-learned section

Report of investigation of a real-
life phenomenon. It may include
quantitative evidence, relies on
multiple sources of evidence, and
also may report one or several
cases

Problem solving actions imple-
mented in a collaborative context
with data-driven analysis or re-
search, with the intent to enlighten
underlying causes enabling future
trend prediction

Manipulation and controlled test-
ing for causal analysis. Normally,
one or more variables are manip-
ulated to determine their effect on
the dependent variable

A solution is proposed and the re-
sults of using the proposed solution
are reported. An example or a line
of argumentation must show the
applicability of the solution

Case Study

Action Research

Experiment/Quasi-
Experiment

Solution Proposal

« RQ1 - Which software engineering best practices are
reported as being taught in academia?

e RQ2 - Are they taught in a practical way? RQ2.1 -
How?

e RQ3 - The use of software engineering “best practices”
being taught was validated somehow? RQ3.1 - Number
of teams reported? RQ3.2 - What is the duration of the
time frame reported in the paper? RQ3.3 - What was
the research approach used to report? (Table II shows
a description of the research type categories used to
classify the articles. These categories are based on those
proposed by Petersen et al. [25] and Nacimento et al.
[21]).

e RQ4 - Are there any “best practices” being taught
that are part of the knowledge units of ACM-IEEE SE
Curriculum Guidelines?

IV. SLR METHODOLOGY

Nowadays systematic literature reviews are being used as
a means to consolidate scientific knowledge. One of their
major strengths is that they follow a defined protocol that
allows verifiability and rigor. In this case, the guidelines
created by Kitchenham et al. [14] were followed, even though
they are not detailed here for brevity.

A. Search Strategy

Based on these questions, keywords were identified to
be used to search for primary studies. Table III shows the
words that are being looked for and related synonyms that
are considered in the search.



TABLE III
SEARCH STRING

Term Keywords Synonyms
A software engineering  “software engineering education”
education
B best practices “best practices”, “recommended prac-
tices”, “edge practices”
TABLE IV

SPECIFIC SEARCH STRINGS FOR EACH DIGITAL LIBRARY

Digital Search
Library String
ACM (“software engineering education”) and

(“best practices” or “edge practices” or
“recommended practices”)

((“software engineering education”) AND
(“best practices” OR “recommended prac-
tices” OR “edge practices”))

IEEE Xplore

ScienceDirect  ((“software engineering education”) AND
(“best practices” OR “recommended prac-
tices” OR “edge practices”))

Scopus TITLE-ABS-KEY (“software engineering

education”) AND TITLE-ABS-KEY (“best
practices” OR “recommended practices”
OR “edge practices”)

(“software engineering education”) AND
(“best practices” OR “recommended prac-
tices” OR “edge practices”)

“software engineering education” in All
Fields AND “best practices” OR “edge
practices” OR “recommended practices” in
All Fields

Springer Link

Wiley

The search for primary studies was done on the following
digital libraries: ACM Digital Library, IEEE Xplore Digital
Library, ScienceDirect, Scopus, Springer Link and Wiley.
These libraries were chosen because they are among the most
relevant sources of scientific articles in several computer
science areas [18]. Limitations in terms of publication year
were not considered and the search was performed at the
beginning of January 2018, so only publications done before
December 31, 2017 were considered.

B. Particular Searches

Not all search databases operate in the same way or respect
the same rules for the search, so some adjustments were
needed during the first step of this work. The adjustments
were different for each database but due to space restrictions,
it was not possible to describe all of them here.

Table IV shows the specific search strings used in each
database considering the restrictions that were mentioned
earlier. Table V shows the results obtained performing the
searches in the databases. A total of 1452 primary studies
were selected.

V. SELECTION CRITERIA

After performing the search on the selected databases, the
relevant primary studies found according to the following
inclusion and exclusion criteria were evaluated:

TABLE V
NUMBER OF THE PAPERS RETRIEVED FROM EACH DIGITAL LIBRARY

Digital Library Search Results

ACM 119
IEEE Xplore 397
ScienceDirect 83

Scopus 42
Springer Link 786

Wiley 29

Total 1452

1) Inclusion criteria: the paper is in English, the paper
is a peer-reviewed article and it was obtained from
a journal, conference or workshop. The paper was
published on or before December 2017, documents
reporting teaching/learning software engineering experi-
ences, documents presented as full papers; short papers
and work in progress, where reported approach and its
validation are reasonably present.

2) Exclusion criteria: the paper is not available online,
documents whose full text is not available, documents
that are only available as an abstract, documents de-
scribing a panel, documents that are a letter from the
editor, documents in which the context is not related to
software engineering education, documents that report
the use of software engineering as a means of teach-
ing a specific programming language or framework,
documents that report opinion papers, and documents
proposing/reporting curriculum description, massive on-
line courses and philosophical theories.

After applying the inclusion and exclusion criteria on titles
and abstracts, 74 papers were selected for the next phase. In
the next phase the papers were fully read and the inclusion
and exclusion criteria were applied again. In the end a corpus
of 17 papers was obtained for the final investigation. These
numbers are summarized in Tab. VL.

TABLE VI
RESULTS OBTAINED AFTER THE USE OF THE GUIDELINES

Phase Amount of papers
All papers 1452
After paper screening 74
After full reading 17

VI. OBTAINED RESULTS

This section presents the results produced by the SLR.
Since the publication of Thompson and Fox [30], a little
bit more than ten years ago, there is a trend of relevance
in the topic since 41% of the primary studies selected were
published in the last three years; the others were published
in a time span of 21 years. Table VII shows the primary
studies selected in the systematic literature review.

Now each one of the research questions proposed were
analyzed. It is worth mentioning that it was surprising that
from 1452 studies only 17 (1.17%) ended up being useful.
A small sample of search in some of the selected papers



TABLE VII
PRIMARY STUDIES SELECTED

Year Venue Authors

1996  Conference Tomayko [31]
1999  Conference Upchurch et al. [32]
2001  Conference Groth et al. [11]
2003  Conference Bailey et al. [2]
2005 Journal Schneider et al. [28]
2007 Conference  van der Duim et al. [33]
2009 Conference Koolmanojwong et al. [2]
2011 Journal Chen et al. [3]
2012  Conference Neto et al. [22]
2013  Conference Gary et al. [10]
2015 Conference Rost et al. [27]
2015 Journal Lehtinen et al. [17]
2015  Workshop McDonald et al. [20]
2016  Conference Mathies et al. [19]
2016 Journal Flores et al. [6]
2017  Conference Eddy et al. [5]
2017  Conference Neyem et al [23]

on the first phase was made to see what happened; and it
was found out that many papers only mention the words
best practices but they did not clearly state what they mean
by best practices, what they are or anything else. Some
examples: [8] states that “Students work with the faculty
team members to make sure that best practices are being used
and that academic requirements are met.”; in [13] reports
that “... students can experience and appreciate the benefit
of design principles and best practices only in a frame of
larger projects than assignments”; and in [24] it was found
that “Such processes should expose the students to well-
known notations, techniques, and best practices, offering
them practical grounds to decide about their adoption in
actual work situations”. This is also mentioned by the author
of one of the selected primaries studies [19]: “There is
little research yet on what constitutes best practices for agile
metrics”; their conclusion is related to the agile world, which
with the result of this work could be extended to a broader
focus.

A. RQI - What are the best practices taught in software
engineering education?

The classification schema of the answers found for the first
research question is on Tab. VIII and Tab. IX. In Tables VIII
and IX, the Primary Studies selected are named PS and the
publication year and the best practices reported were also
presented.

Analyzing the 17 primary studies selected it was expected
to see the best practices software engineering taught to
students (practices that students can use/incorporate in their
developments), but ii was also found some instructional
best practices used to teach software engineering. The best
practices were split into instructional best practices (teaching
methodology) and students applicable best practices. In Table
VIII see the students applicable best practices and in Table
IX it is possible to see the instructional best practices. Some
authors reported these two types of best practices in the same
paper [10][22][33].

TABLE VIII
CLASSIFICATION OF RESEARCH QUESTION 1

PS Year Reported Best Practices (applicable by stu-
dents)

[31] 1996 reflexive practices, use of inspections, formal
methods, integrating process, mentors, client
satisfaction, boot camp, requirements, PSP

[32] 1999 project postmortems

[11] 2001 prototyping, quality assurance

[2] 2003 code inspection

[28] 2005 eXtremme Programming practices (planning
game, small releases, metaphor, simple de-
sign, testing, refactoring, pair programming,
collective ownership, continuous integration,
forty-hour week, on-site customer and coding
standards)

[33] 2007 contacts, reciprocity, feedback, time tasks, re-
spect

[15] 2009 requirement management, object oriented
analysis and design, risk management, quality
management, peer reviews, configuration man-
agement, and value based software engineering

[22] 2012 on-line daily meetings, group leader, itera-
tive and incremental development, activity re-
distribution, version control, self manageable
groups, on-line pair programming

[10] 2013 preparation, reflection

[17] 2015 root cause analysis

[27] 2015 requirements, planning, design, evaluation,
realization, control, project planning

[20] 2015 requirements, analysis, design, testing, imple-
mentation, maintenance , security

[19] 2016 conformance metric

[6] 2016 design patterns

[S] 2017 static analysis, unit testing, integration testing,

continuous building

TABLE IX
CLASSIFICATION OF RESEARCH QUESTION 1

PS Year Reported Best Practices (instructional)

[33] 2007 active learning, high expectations, respect

[3] 2011  industrial involvement

[22] 2012 internal and external groups training

[10] 2013  practice (labs) and project centered learning
[23] 2017 projects with real clients, communication,

project management

From all the primary studies selected there are a total of
70 best practices reported; from these 10 are repeated so
it was found that 57 best practices reported being taught
in software engineering education. Practices reported being
taught in more than one primary study (they are in bold text
in Table VIII and are presented in more detail in Table X).

The best practices found are described with different
granularity in different papers. For example, it is clear
what “code inspections” means, but it is not as clear when
“requirements” is mentioned provided that requirements is
a knowledge area that can have several subareas and it can
even have its own specific course [16].



TABLE X

BEST PRACTICES REPORTED IN MORE THAN ONE PS

Reported Best Practices (ap- PS1

PS2 PS3 PS4

plicable by students)

TABLE XII
CLASSIFICATION OF RESEARCH QUESTION 3, 3.1 AND 3.2

reflective practices [31] [10]
inspections [31] [2]
integration [31] [28]
requirements [311 [15] [27] [20]
quality [11] [15]
pair programming [28] [22]
continuous building (integra-  [5] [28]
tion)

design [20] [27]
planning (or planning game) [28] [27]
testing [28] [20]

TABLE XI

CLASSIFICATION OF RESEARCH QUESTION 2 AND 2.1

PS TiP? How?

[31]  Yes  Studio (one year project course where students
assume distinct roles over time and have indus-
trial clients)

[32] Yes Reflexive writings at the end of the project
based course

[11]  Yes  Project based course, reporting and monitoring
formalized in four different paths

[2] Yes  Individual project using inspections

[28]  Yes  The paper only states that they are taught

[33]  Yes  The paper only states that they are taught

[15]  Yes  The paper only states that they are taught

[3] Yes  Project based course in collaboration with in-
dustry

[22]  Yes  The paper only states that they are taught

[10]  Yes  The paper only states that they are taught

[17] Yes Project based course and use of cause effect
diagrams

[27] No A template of architecture best practices is
presented

[20]  Yes  Project based course in parallel with a security
based course

[19]  Yes  Single project based course

[6] Yes  Project based course with and without best
practices usage

[5] Yes  Individual laboratories activities

B. RQ?2 - Are they taught in practice?

In the second research question it is wanted to evaluate
if these practices were being taught in practice and how
they were taught. In Table XI it is shown the Primary
Studies selected named PS, if they are taught in practice
(column TiP) and how they are being taught. It was found
that 94% of the primary studies selected reported that the
best practices were being taught in practice, but 31% of the
studies did not report how these best practices were being
taught. 34% (6 PS) of the studies reported that best practices
were being taught in project based courses and three studies
(17%) reported that the best practices were being taught in
an individual project (individual homework style).

PS  Validated? N teams Time Frame

[31] No - 5 years

[32] No (some - 6 semesters
qualitative
data)

[11] No - -

[2]  Yes (quantita- individual 2 semesters
tive)

[28] No - -

[33] No - -

[15] No 15-20 -

[3]  Yes (quantita- - 2 semesters
tive and qual-
itative)

[22] No +30 5 year

[10] No - -

[17]  Yes (quantita- 11 1 academic year
tive and qual-
itative)

[27] No - -

[20] No - 1 semester

[19]  Yes (quantita- 1 team (38 students) 1 semester
tive and qual-
itative)

[6]  Yes (quantita- 2 (13 students each) 1 semester
tive)

[5]  Yes (quantita- individual 1 semester
tive)

C. RQ3 - The use of software engineering “best practices”
being taught was validated somehow?

In the third research question the interest was to discover
the quality of the selected studies, so it was evaluated if the
studies selected were somehow validated. In Table XII the
primary studies selected are shown, if they were validated,
the number of teams reported and the time frame. It can be
seen that 65% of the studies did not report any validation
at all; 18% reported qualitative and quantitative validation.
Only 29% of the studies reported the number of teams
that were being analyzed and 59% reported the time frame
considered for the study. None of the primary studies selected
analyzed the validity, generalizability or applicability, which
shows that there is a lack of maturity in the research work
published within the subject of this SLR. It is also possible
to see the number of teams reported in each primary study
selected (RQ3.1) and the time frame being reported (RQ3.2).

In table XIII it is possible to see the research approach that
was used in each of the primary studies selected to report
their work. The majority of the primary studies selected,
were considered experience reports (47%); because they did
not state any particular research approach and are reporting
experiences of what they did; and two PS out of the seventeen
were stated as case study; two experiments; one as solution
proposal and one as a lessons learned.



TABLE XIII
CLASSIFICATION OF RESEARCH QUESTION 3.3

PS  Research Approach
[31]  Experience Report
[32] Experience Report
[11]  Experience Report
[28] Experience Report
[33] Experience Report
[15] Experience Report
[3] Case Study

[10]  Solution Proposal
[17]  Experiment

[27] Lessons Learned
[20]  Experience Report
[19] Case Study

[6] Experiment

[5] Experience Report

D. RQ4 - Are there any “best practices” being taught that
are part of the knowledge units of ACM-IEEE SE Curriculum
Guidelines?

In the fourth research question it was addressed that the
resulting comparison of the “best practices” that were found
out as being taught with the knowledge units proposed
in ACM-IEEE curriculum guidelines. The comparison was
not straightforward because the granularity of the “best
practices” found and the knowledge units of the curriculum
are quite different. As an example; table VIII demonstrate the
requirements as one of the “best practices” being reported,
but there is no detail on what is done exactly to teach
requirements and in the curriculum guidelines there is a
whole knowledge area (KA) about requirements (Table I),
and only this knowledge area has four knowledge units. So,
a general comparison analysis of knowledge areas and “best
practices” was first performed . This was made according
to the interpretation of the meaning of each “best practice”
reported. The result of this comparison is in Table XIV;
shows that all the six knowledge areas that are related to
software projects have some “best practice” that can be
classified as being taught. In a second analysis the units of
knowledge that each KA has with the list of “best practices”
were compared, the comparison is in Table XV where it is
possible to see that from the 27 units of knowledge associated
with software projects; 18 of them have a related “best
practice”. Which means that almost 67% of the knowledge
units of the ACM-IEEE Curriculum Guidelines are covered
with some “best practice”. It represents more than a half
of the knowledge units, but it is not a high amount of
coverage, that one as a practitioner should expect. Why does
this happen? At least three possibilities were visioned; the
“best practices” that are the guidelines are not taught; the
“best practices” that are on the guidelines are taught but not
reported or the “best practices” that are on the guidelines are
not relevant.

VII. THREATS TO VALIDITY

Construct validity is related to what is being investigated
according to the research questions. Since the search strings

TABLE XIV
ACM-IEEE SE CURRICULUM X “BEST PRACTICES” REPORTED

Knowledge Area  Related Best Practices

Professional reflexive  practices, mentors,

Practice project postmortems, metaphor,
pair programming, collective
ownership, forty-hour-week,
contacts, reciprocity, feedback,
respect, peer reviews, group
leader, activity redistribution,
self manageable groups

Requirements requirements

Analysis and

Specification

Software Design simple design, design, design
patterns, refactoring, object ori-
ented analysis and design
inspections, prototyping, peer re-
views, static analysis, testing,
unit testing, integration testing
PSP, formal methods, root cause
analysis, realization, implemen-
tation, project planning, con-
tinuous integration, configura-
tion management, version con-
trol, continuous building
iterative and incremental devel-
opment, maintenance

client satisfaction, quality assur-
ance, coding standards, quality
management, evaluation, confor-
mance metrics

security

Verification and
Validation

Software Process

Evolution Process

Software Quality

Security

are constructed based on the research questions, there is no
threat directly related to construction. But there is a threat
related to the data since there is only data before December
31, 2017.

Data reliability focuses on the papers collected and an-
alyzed in order to see if these processes were conducted
in a way that they can be repeated. The search terms were
defined and the procedures applied in this study followed the
previously described guidelines. The corpus of literature used
as a primary study is reported, therefore other researchers can
replicate this study.

As stated earlier, the automated search engines have limi-
tations, the searches are performed manually in each engine;
and each engine works in a different way, some consider
word steaming, others do not; some have precedence oper-
ators other did not have or say anything about it; and this
could be considered a threat to the results, besides the fact
that the inclusion or exclusion of the studies according to
the predefined criteria was not always unambiguous. Finally,
since there is no analysis of the collected data, there is
no statistical assumptions and there is no generalization;
therefore it was considered that there is no internal or
external validity threat.

VIII. CONCLUSIONS

This paper presents a systematic literature review that
characterizes the software engineering best practices reported



TABLE XV
ACM-IEEE SE CURRICULUM X “BEST PRACTICES” REPORTED

Units of Knowledge

Related Best Practices

Group Dynamics and Psychol-
ogy

Communication Skills
Professionalism

reflexive practices, mentors, pair
programming, collective owner-
ship, forty-hour-week, peer re-
views, group leader, activity
redistribution, self manageable
groups

project postmortems, metaphor
contacts, reciprocity, feedback,
respect

Requirements Fundamentals
Eliciting Requirements
Requirements Specification and
Documentation

Requirements Validation

requirements

Design Concepts
Design Strategies
Architectural Design

Human Computer Interaction
Design

Detailed Design

Design Evaluation

simple design

design, design patterns
refactoring, object oriented anal-
ysis and design

Verification and  Validation
Foundations
Review and Static Analysis

Testing

Problem Analysis
Reporting

inspections, prototyping

peer reviews, static analysis
testing, unit testing, integration
testing

Process Concepts

Process Implementation

Project Planning and Tracking
Software Configuration Man-
agement

Evolution Process

Activities

PSP, formal methods, root cause
analysis

realization, implementation
project planning

continuous integration, configu-
ration management, version con-
trol, continuous building
iterative and incremental devel-
opment, maintenance

Software Quality Concepts and
Culture

Process Assurance

Product Assurance

coding standards, quality man-
agement

conformance metrics

client satisfaction, quality assur-
ance, evaluation

Security Fundamentals
Computer and Network Security
Developing Secure Software

security

as being taught in academia. A corpus of literature of 17
primary studies that were published in the main conferences
and journals of the area was used, and to select these studies
well-known guidelines were followed. The results show that
there are a lot of studies that mention the words “best
practices” in their content but they do not describe them.
And in the few papers where they do describe which best
practices are being taught, they do not validate the relevance
of teaching these practices or how others can learn and
apply the same practices. Sometimes the best practices are
even mixed between instructional best practices and software
engineering best practices. There is also the problem of
granularity, some of the practices reported are self contained
and others are a whole knowledge area.

It was established that there are some practices that were
reported as being used in more than one primary study,

which can be considered a good indicator that they are
really software engineering “best practices” that should be
taken into consideration within the context of software en-
gineering education, they are: integration, quality, reflection,
requirements, pair programming, testing/inspections, design,
planning, testing and continuous integration (building).

The “best practices” being taught that were found in the
study with the ACM-IEEE Software Engineering Curriculum
Guideline were also compared and found the aforementioned
issue of granularity; it is not possible to perform a straightfor-
ward, objective correlation between the “best practices” and
the guidelines to evaluate if there is a real correspondence,
so the correlation is subjective to interpretation. In this
interpretation; all the knowledge areas are covered with some
“best practices”; but when the comparison was done on the
level of knowledge unit x “best practices” it showed that
67% of the knowledge units are covered by “best practices”.

The low amount of papers reporting ‘“best practices”
of software engineering being taught and the amount of
coverage that these “best practices” have compared with
the ACM-IEEE Curriculum Guidelines; three main open
questions were elaborated: the software engineering “best
practices are not being taught?; the software engineering
“best practices are being taught but they are not reported?;
the software engineering “best practices” are not relevant?
Which is also questioned by [20] but in the agile security
world, a small subset of the one used here.

[9] performed a review where the authors begin their study
with an empty set of best practices related to the industry
academy collaboration in software engineering. They state
that their contribution is a set of best practices where they
evaluated and labeled as best practices patterns of success-
ful collaborations between industry-academia in a software
engineering context. If the same idea is extrapolated to this
work, it is possible to say that now, there is a small set of best
practices that are being used to teach software engineering.

With this systematic literature review, the software engi-
neering best practices reported as being taught in academia
were presented and they resulted to be just a few. It is in-
tended to continue the work to elucidate software engineering
best practices that are currently being used. As stated by
Thompson and Fox [30] “these are all indications that if
best practices do exist they are certainly not as widely used
as they should be, nor does it appear that they are being
developed in the light of actual practical experiences”, in
conclusion this statement continues to be true ten years later.
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